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= KEM 7|8 : SMAUG, TiGER, NTRU+
= A& 7|% : GCKSign, HAETAE, NCC-Sign, Peregrine, SOLMAE

o AX 7|¥ E|Fo FF 7tst AHE 24 7lg A+

= ElGamal 7|8t KEM (SMAUG, TiGER) B! NTRU 7|Hl KEMO| A A 22| U otF Y SH =2| &4
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= Fiat-Shamir 7|8t M@ (GCKSign, HAETAE, NCC-Sign)2| &#| &lz| %

7|8t HhA, 2t B =2] (BXIA4Y), Rejection sampling A5

7|14 gngE 7|8 =
NTRU+ NTRU
KEM SMAUG MLWE
TiGER RLWE
GCKSign Fiat-Shamir
Signature HAETAE Fiat-Shamir
NCC_Sign Fiat-Shamir




| 02. ALY E k Lattice-based Signatures

< Overview (w/ Fiat-Shamir Transform)

Signature Public key
“Fiat-Shamir with Aborts” Compression Compression
[ [Lyu09] [GLP12] H [BG14] H Dilithium }[ NCC_Sign }
Gaussian Dis. NTRU, Bimodal Hyperball . RLWE,
[Lyul12] H BLISS H HAETAE } SelfTargetRSIS
* Non-cyclotomic
Ring
MLWE, e Similarto
GCKSign } BimodalSelf Dilithium
TargetMSIS
° GCK-TMO ® Bimodal +
Hyperball

e Similarto
[LYUOQ9]




| 02. ALY E k Lattice-based Signatures

a s
> | | | IO
< Lattice-based Signature moaz a; 4 s,
53
¢ Lyubashevsky’s Identification Scheme 5,

= Principle : Proof Knowledge of the input s € R™ such that F,(s) = X%, a; -s; and ||s|| < B

witness : s Commit Random Oracle
statement : ¢t = F,(s) F,(y)
H Challenge c=HFEW),wW
. Verifier
. <
Prover Response Check if
c z=sc+y

H(F,(z) —tc,u) =c

= Rejection Sampling (z)

[Lyu09] V. Lyubashevsky., “Fiat-Shamir with Aborts: Applications to Lattice and Factoring-based Signatures”, ASIACRYPT 2009



| 02. ALY E k Lattice-based Signatures

<+ LWE-based Signature Scheme*
¢ Public key :(4 € RE**,t = As +e) Secret key : (s, e)
e Sign: (z,&)=(y+c-s, ¢ =H(Ayly, 1) € R"pyy prg % {01}
Check if ||ly+c-s||<B—-Lsiand[A-y— c-el;=[A-ylq4

t A S e
H HEEE

H . HEEE
H HEEER
H HEEER

PK :

S C /_ A y _\
HERN
¢ =+/| | EEE
HEER
HEERE

_ —d
o Verification: (1) check if ||z|| < B — L, N ~/
(2) check if ¢ = H([Az — ct]y, p)

Sig :

*[BG14] S. Bai et al., “An Improved Compression Technique for Signatures based on Learning with Errors”, CT-RSA 2014
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< Security Proof (Sketch)

o UF-CMA Security Proof

" G, : The original UF-CMA game Min-entropy |Advy — Advy| < Qg - 27**1
= G, : Changing the signing oracle with sk Z(Com:'tmle:lt) 1Adv, — Adv,| < Q. - €,
= G, : Changing the signing oracle without sk ero-knowledge

: - |Adv, — Advs| < Advghl, x
= G5 : Public key - random Decisional LWE

Adv3 < Adv{SelftargetMSIS}

¢ Zero-knowledge (z=1y+c-s)

= Rejection Sampling
» Source distribution = g & Target distribution = f
e If AM such that Pr[Mg(z) = f(z);z < f] =1 —¢, dis(A,F) = €¢/M (where dis = statistical distance)

A Z< gy probability F: zef

f(2) 4 Output (z, v) with prob. 1/M
Mgy(z)

Output (z, v) with prob.

Source distribution
Target distribution - r'd

N\ /

sampling
> space

[BG14] S. Bai et al., “An Improved Compression Technique for Signatures based on Learning with Errors”, CT-RSA 2014
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Fa(x) a X
< Generalized Compact Knapsack(GCK) - HEHE |7 «,
e egs a1 a; az ay x
+ Definition 2
X3

» For aring R, small integer m > 1, GCK function F,: R™ — R is defined as follows:

Fo(x) = Y21 x; - a; where x = (x4, ..., xp,) € R7*and [|x]|e, < f8

+ Onewayness of GCK problem
= Givena = (a4, ..,ay,) ER™and t €R, find x st ||x||o < B and F,(x) =t

o Collision-Resistance of GCK problem
= Given a = (ay,...,an) €R™ find x,y e R st. x #y, |[xll < B, I¥llo< B and F(x) = F,(y)

¢ Target-modified One-wayness of GCK problem (TMO)

= Given a =(aq,..,a,,) ER™and t €R,
find x,c st ||clle < @, l|xl|l< B, and F,(x) =c-t

[Mic02] D. Micciancio., “Generalized compact knapsacks, cyclic lattices, and efficient one-way functions”, FOCS 2002
[LMO6] V. Lyubashevsky et al., “Generalized Compact Knapsacks Are Collision Resistant”, ICALP 2006
[PRO6] C. Peikert et al., “Efficient Collision-Resistant Hashing from Worst-Case Assumption on cyclic Lattices”, TCC 2006




k New GCK Problem

< Reduction between GCK problems

B (GCK-TMO adversary) = (x,¢) st [[cllo < @, [|X]|lo< B, and Fy(x) = c- t
A (GCK-CR adversary)

B (GCK-TMO adversary)

» a, t(= F(2)
Pick zs.t. ||z|| <y
x,c
F,(x)=t-c «
=cC- Fa(z)
= Fa(c - 2)

xcTt#z (x| >y l2l] <)
S>XFZ-C
(x,x") Setx'=z-c

A

Case 1) lxc'llo >¥ = Solving GCK-CRy, ,, 5 /- (WRONG part!!)

Case2) [xc ' llw ¥ = Solving GCK-OW,, ,,,., (= Solving GCK-OWy, 1, )
wheren-a-y <8 (= Solving GCK-CR;, . 3)
A 9



[PPEETE TN GeKsign

< Signature Scheme

¢ Public key :(a, t = F,(s)) € R]' X R, Secret key : s€R", |

e Sign:(z,8)=W+c s, ¢=HFEQ®), W) €ER s -1, X {0,1}%1

t s

a
- HHEE

a vy
Sig: gy o= 4 HEENE w

= |lc-sl| <Ls € c:sparse ternary distribution and s < R[Z, .,

= Check if ||z|| =[]y + ¢ - s|| < B — Lg|to prevent leakage of s from z

¢ Verification: (1) computea-z—c-t =a-y
(2) check if ¢ =H(a-y, u)




[PPEETE TN GeKsign
Key Recovery Attack*

% Signature Scheme /”Low-density SIS problem”

¢ Public key :(a, t = F,(s)) € R]' X R, Secret key : s€R", |

e Sign:(z,8)=W+c s, ¢=HFEQ®), W) €ER s -1, X {0,1}%1
¢ Verification: (1) computea-z—c-t =a-y
(2) check if ¢ =H(a-y, u)

< Revised Signature Scheme (modulization)
o Public key :(4, t = F,(s)) € RE*! x RE  Secret key : s
e Sign:(z,c)=+c-s, c=H(F4(y), m)) € Rf_BJrLS’B_LS] x {0,1}¥

A t A s
e N - EEEN
EEEE EEEE
111 EEEE

2 Y S € A
A EEEEE =

0 } c1-v| HEEE

| IIIIM

*Minkyu Kim et al., “Analysis of GCKSign”, KpgC Forum, 2023.
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< Low-density (I)SIS Problem to LWE Problem

S
Al . a1 az Cl5 1 . tl OW
() e okt
_ a 4az
If 3(4;)"! where A4 := (a3 a4)
a, a %1 t
-1 . 1 2 5 — -1 1
3
S
1 0 at\(! t1
Sy | = d
0 1 az)\s) " \tz) 0
as S1y _ (t1 LWE
al) 53 (SZ) =g ) moda AV jex (e-1e),q.8

*Minkyu Kim et al., “Analysis of GCKSign”, KpgC Forum, 2023.

+ Attack (Success Condition)
= BKZ with the Geometric Series Assumption (GSA) : ||b]|| = 897211 . Vol(A)H/d
= uSVP solution v will be detected if

N g-p+1 @] < |1bg—psall

* My_p4+q1(¥): projection of v onto the vector space spanned by the last b Gram-Schmidt vectors

. = (((Fb)l,rhb) fzm)mzw 1)

v " -
Na-pea ] = 2RI 1By = 877dgH D




k New GCK Problem

< Reduction between GCK problems

B (GCK-TMO adversary) = (x,¢) st [[cllo < @, [|X]|lo< B, and Fy(x) = c- t
A (GCK-CR adversary)

B (GCK-TMO adversary)

> a,t(= F,(2))
Pick zs.t. ||z|| <y
X, c
F,(x)=t-c «
=cC- Fa(z)
= Fa(c - 2)

xcTt#z (x| >y l2l] <)
S>XFZ-C
(x,x") Setx'=z-c

A

Case 1) [[xc™ oo >y = Solving GCK-CRy 1,
-1 . .
Case 2) |[xc |l =¥ = Solving GCK-OW,y 15, (# Solving GCK-OW,, 1, )
(~Low-density SIS £ High-density SIS)
A 13
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< Security Proof

* Security based on GCK-TMO Problem + Target-modified Onewayness of GCK problem (TMO)

» Given a = (ay,..,a;,) ER™ and t €R,
find x,c st lclle € @, lIxillw< B, and Fy(x) =c-t

A (GCK-TMO adversary)

B (EUF-CMA Forger)

at
- a,t
public key: t >
Y= Fu(y)
Get two forgery (z,¢), (Z',¢") (c,2),(c",z")
Such that B ~ ineli
F.z) - tc= Y y rewinding
F(z)—td =Y technique
Fz—2z")=(c—c)t
Setx=z—-2,¢=(c—c)
x,c

A

AdvggESCimA < Adv;l;mg’a,ﬁ wherea =2, B =2(B —Ly)

CR

ow
nma,8 Ay m gy (<p/ma) Wherea = 2, B = 2(B — Lg)

AdvTMO < Adv

nmyq.af =
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< Revised Signature Scheme (modulization)
¢ Public key :(4, t = F,(s)) € RE** xRE  Secret key : s

e Sign:(z,c)=(y+c-s, c=HFW), m)) €R{_p,;_p_rq*x{0,1}¥
o Verification: (1) compute F4(z) —c -t =F4(y)
(2) check if ¢ = H(F4(y), m)

< Parameter selection

o Security parameters are determined by LWE & SIS hardness estimator

. k. 0) g . sig pk sk pk + sig Classical Hardness
(bytes) (bytes) (bytes) (bytes) security problem
256 (2.5) ~ 2% 1 2,592 1,632 352 4,224 71
GCKSign 256 (3,8) ~ 2% 1 4,384 2,528 544 6,912 134 GCK-TMO

256 (7,17) ~ 2% 1 10, 368 6,080 1,120 16,448 291




PRSI HAETAE & NCC-Sign

< Hardness problems

¢ Decision-MLWE

= Given 4 « Rf*and b € R
b is indistinguishable from As; + s,

¢ Search-MSIS
= Given 4 « R¥*! find x st 0 < ||x|l, < 2B and (4|IDy) - x = 0 mod q

+ BimodalSelfTargetMSIS

= Given (g, b) « RE““"P x RE where A = (=2b + qj|24,|2ID,) mod2q
find x,c,M st 0<|x|, <pB and H(Ax — qcj mod2q,M) = ¢

o SelfTargetRSIS
= Given (aq,a;) <« R; X R,
ry
find x := [rzl M st 0<||¥|le <yand HM||[1 a; ap]-X)=c
(5




PP NeCSign
/\

% RLWE and R, = Z,[X]/(X? — X — 1) Non-cyclotomic Ring

¢ Publickey: (a, t=a-sy +s;) € R Secret key : (s41,532)

¢ Sign: (¢,z) = (H(lay]gmod q,p), y+c-s1) €{0, 1} XR;_pyy p 1] | S1.S2 < U]

-n.1n]
Y < U_pp
PK : a = a +
cER, < ¢€{0,1}
Sig : _ Al _
z| = |y + c cl =H a y U
-0 - e

¢ Verification: (1) check if ||z||, < B — Ly,

(2) computea-z—c-t=a-y—c-s, 2> [a-y— c-s3lg=[a -yl
checkif t=H(a-z—c-tmodq, 1)




LPEEEIESN NCC-sign

% RLWE and R, = Z,[X]/(XP — X — 1)

¢ Publickey: (a, t=a-s; +s;) € R Secret key : (sq,5;)

¢ Sign: (¢,2) = (H(laylgmod q,1), y+c-s1) €{0, 1} X Ri_p,1_p-1] s1,S2 < Uy

Sig :

= Rejection sampling

= Checkif |[ly+c-sq]| <B—Lg, Security check on s
lllow(a -y — c-s3)|| <2%—Lj, Security check on s,
[a-y— c-s3]lqg=[a-yl, Correctness check

¢ Verification: (1) check if ||z||, < B — Ly,
(2) check if ¢ =H(a-z—c-tmod q, u)




[PZETE A NeCSign

% RLWE and R, = Z,[X]/(XP — X — 1)

¢ Publickey: (a, t=a-s; +s;) € R Secret key : (sq,5;)

51,52 < Uy

t=a-s1+s,=T,-2"+T,

w-bit
I A
4 N
t=| Ty | T, PK compression
I
T, = [t],= high®) ' T, =Ilow(t)

+ In NCC-Sign, q = 23 bits and w =12

PK :
a = a +
w Sl w




[PZETE A NeCSign

% RLWE and R, = Z,[X]/(XP — X — 1)

. S1,S2 < U
o Publickey: (a, t=a-s;+s;) ER2  Secret key : (sq,53) vz Zlennl

¢ Sign: (¢,2) = (H(laylgmod q,1), y+c-s1) €{0, 1} X Ri_p,1_p-1] Y < Uina

Sig :
'8 z| = |y + c

o>
I
xI
Q
b
=

Sl - L e
= Rejection sampling

= Check if |ly+c-sq]|<B—L, Security check on s;
lllow(a -y — c-s3)|| < 2% — L, Security check on s,

[a-y— c-s3]lg=[a-yl, Correctness check

» Create h=Hint(—c-Ty, a-y— c-s, +¢c-T,, d) Create a carry bit hint vector h
caused by ignoring ¢ - T,



LPEEEIESN NCC-sign

% RLWE and R, = Z,[X]/(XP — X — 1)

. S1,S2 < U
¢ Publickey: (a, t=a-s;+s;) €R? Secret key : (sq,5;) vz Tl
+ Sign: (¢,2) = (H(aylgmod q,), y+c-s1) €{0,1}*XR_py; p 1 Y < Ursa
= Rejection sampling
= Check if [||ly+c-s1]| <B—1Lg, Security check on s4
[llow(a-y — c-s3)|| <2%—Lj, Security check on s,

[a-y— c-s3]g=[a-yl, Correctness check

= Create h = Hint(—c-T, a-y— ¢-s; +c-Ty d) Create a carry bit hint vector h
caused by ignoring ¢ - T,

o Verification: (1) compute a-z—c -7, -2 =a-y—c-s;+c-T,
(2) Using hint h, compute [a-z—c T, :-2%]; =[a-yls
(3) check if ¢ =H([a -yl m) & |lzllo <B— L,




LPREEIES NCC-sign

< Compare to Dilithium

+ Non-cyclotomic Ring
= Ring: R, :=Z4[X]/(XP —X — 1)
» NTT — Toom-cook & Karatsuba polynomial multiplication
= Similar modulus g for same Exp.Reps as Dilithium
= Inert modulus q for Z,[X]/(XP — X — 1) : field

& XP — X = 1iirrin Z[x], Z4[X]

+ New SamplelnBall algorithm
= Sampling challenge ¢ € {—1,0,1}? as choosing ¢;,c, s.t ¢ =c, + ¢, - XP?
" lesllo <B = llezsllo <Br A l(cr - XP2)s]|e0 < B2
= Exp.Reps |




| 02' E;LH% k NCC-Sign + SelfTargetRSIS

= Given (ay,az) < Ry X Rq
T
0:0 Secu rity Proof find x = I‘l‘z] M o st0< I|i’"m =y and H(M”[l a; az] ,‘2) =cC
+ Reduction from RSIS to SelfTargetRSIS

A (RSIS adversary)

B (SelfTargetRSIS adversary)
(alr aZ)

v

(a1,az)

A = (1|a,]|ay)

get ([1'1,1"2, C]: M), ([rllf rZI' C’]' M’) ([1"1, ry, C], M), ([Tll, r2,, C’], M’)
s.t Alrq,ra,c] = Alry, ry,c'] modg

<
<

= [ry =11y =Ty c—c]# 0 (~c%c) By rewinding technique

[r1 —ry,1r2 — 15, — ]

A




LPREEIES NCC-sign
+ UF-CMA Security Proof

o Secu rity PrOOf = G, : The original UF-CMA game Min-entropy

= G, : Changing the signing oracle with sk (commitment)

¢ Reduction from UF-NMA to UF-CMA - 6 : Changing the signing oracle without sk rero-knowledse
= [KLS18] * G, : Public key — random Decisional LWE

1. deterministic
2. Zero-knowledgeness

UF-NMA reduces to UF-CMA

v

Condition 1. deterministic

Condition 2. Zero-knowledgeness

) B+L

QO ma
sl

[KLS18] E. Kiltz. et al., “A concrete treatment of fiat-shamir sigantures in the quantum random-oracle model”, EUROCRYPT 2018
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< Signature Scheme based on Bimodal Hyperball distribution
¢ Public key : (4,b) = ((—2b + qj|24¢|2ID}) mod 2q, b = Ay - So + €p)
o Secret key : (S) = (1, sp, €9)
¢ Sign: (c,z) = (H(Ay mod 2q, 1), y + (=1)?c-S)

b j AO IDk b AO So €o
k: 2., B HEN H _ HEE
Il HEN H HEN
z y s ¢ y
L T 7
Sig : .= +(_1)b A
C H-¢ g nmmm
n H SN EEER H
i
- L I
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< Signature Scheme based on Bimodal Hyperball distribution

¢ Key Generation(1%)

/_\
Ay < Ré‘x(l'” , (So.€0) « St X SF / B
b = Ao * 8o + €o € R](; /
|
/ cs

A = (—2b + qj|244|2ID;) mod2q =~
S =(1,s9,€p)

if £(S) > npB?/7?, then restart
return sk = S,pk = (4o, b)

o v A wnN =

,./

Source

+ Sign(sk,M) distribution
y <« U(HB(B)) e

c = H(Ay,M) € R,
z=y+ (=1)?c-S for b « U({0,1})
return ¢ = (¢, z) with prob. p(z)

H>wn =

¢ Verify(pk,M,0)
1. w=A4z—qcj
2. return (c=Hw,M)) A (llzll, < B")

Target
distribution
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< Bimodal Hyperball distribution
¢ Bimodal distribution [DDLL13]

Algorithm 1: Signature Algorithm
Input: Message p, public key A & EL}: " osecret key 8 & E.’z’l'r"‘ " ostand. dev. o e B
Output: A signature (g, €) of the message p

v D,

e H{Ay mod 24, )

Choose a random bit & £ {0, 1}

2y + (—1)"Se

Output(z, ¢) with probability lf (.-” exp ( ui—ﬂi) cosh (i%-'-)) otherwise restart

€M £ ba e

z=y+Sc z=y+ (=1)°Sc

Sc

=  Exp.Reps!
= signature size |

[DDLL13] L. Ducas. et al., “Lattice signatures and bimodal Gaussians”, CRYPTO 2013
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< Bimodal Hyperball Uniform distribution

+ rejection sampling condition
» Uniform Hyperball distribution

£(2) 0 if ||z|]| = B’
=41/2 elseif ||lz—Sc|| <BA||lz+ Sc|| < B
e~ | Iz = Scll < B Allz + 5]

otherwise

» Simple rejection condition
» Optimal rejection rate [DFPS22]

= Gaussian distribution [LYU12,DDLL13] A
f@ _lIscll? <z,5¢>
o = 1 (Mexp (=535) cosh (525))

« Complicate rejection rate
» Risk of side-channel attacks [EFGT17]

[LYU12] V. Lyubashevsky, “Lattice Signatures without Trapdoors”, Eurocrypt 2012

[DDLL13] L. Ducas. et al., “Lattice signatures and bimodal Gaussians”, CRYPTO 2013

[EFGT17] T. Espitau. et al., “Side-channel attacks on BLISS lattice-based signatures”, CCS 2017

[DFPS22] J. Devevey. et al., “On Rejection Sampling in Lyubashevsky’s Signature Scheme”, ASIACRYPT 2022




1Ll
IOZ. I_?- Ho kHAETAE + BimodalSelfTargetMSIS

= Given (Ag,b) « R¥*U"Y x RE where 4 = (—2b + qj|24,|2ID,) mod2q
o3 Secu rity Proof find x,c,M st 0 < |x|l, <pB and H(Ax — qcj mod2q,M) = ¢

¢ Reduction from MSIS to BimodalSelfTargetMSIS
A (MSIS adversary)

B (BimodalSelfTargetMSIS adversary)

v

A= (blA,) 4,
A" = (—2b + qj|24y|21;) mod2q

get (z,c,M),(z',c',M")
st A'z— qcj = wmod2q,
A'z' — qc'j = wmod2q (z,¢c,M),(2',c',M')
S A(z-27")=q(c—c")jmod2q <
By rewinding technique

!

w=Ay

=c—c #0mod2 (~ c € {0,1}",c#c")
= z— 7z # 0 mod2q
= A'(z—2z') = (—2b|24,|21})(z — 2")
= 0 modq
zZ—Z &0<|z—-2'|, < 2B

A




LPIETEAN HAETAE

+ UF-CMA Security Proof
: The original UF-CMA game Min-entropy

< Security Proof

¢ Reduction from UF-NMA to UF-CMA
= [DFPS23] Theorem 4

1. high min-entropy of commitment

: Changing the signing oracle with sk
: Changing the signing oracle without sk

(commitment)

Zero-knowledge

: Public key — random Decisional LWE

2. ID protocol 2 = HVZK

Condition 1. high min-entropy of commitment

1]

L

]
-+

[

]

]

Condition 2. ID protocol ¥ = HVZK

[DFPS23] J. Devevey. et al., “ A detailed analysis of Fiat-Shamir with aborts”, CRYPTO 2023

v

UF-NMA reduces to UF-CMA

N




LPECEATE NN HAETAE

< Bimodal Hyperball Rejection Sampling

¢ Lemma 1 [Discrete Bimodal Hyperball Rejection sampling]

n: degree of R, ¢ > 1,B’,t,m > 0,B > /(B')?+t?

K /
1 mn ,cl/(mn) ‘I N

1 '
- L BT 0 +y
+ B)

Deﬁne M = Z(B/B,)mn and N = cl/mn)_1 o Br

Let v € R™ N HB (1 n)rm(t) and p: R™ — {0,1/2,1} be defined as follows #

probability
A

0 if ||z|| = B’
p(z2)={1/2 elseif |lz—vl|<BAllz+v|l<B 1
1 otherwise N | 1/
~— =/
‘¥>_ P
Then AM' < cM s.t output distribution of A(v),B,A(0) are identical >
sampling
space
AV):
1. y« U(HB(I/N)R,m(B)) B: A(0):
. ' , 1, « U(HB (B)
sh ey (IR 2. return z with 1/M’ 2. Z<y :
4.  return z with p(2) 3' | — 3. return z with p(2)
5. elsereturn L - Eseretum 4. elsereturn L
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< Bimodal Hyperball Rejection Sampling

¢ Lemma 1 [Discrete Bimodal Hyperball Rejection sampling]

n: degree of R, ¢ > 1,B’,t,m > 0,B > /(B')?+t?

i ’ 1 ymn cl/(mn) 1
Define M = 2(B/B)™ and N 2 s =5~ 5~ +3)

Let v € R™ N HB (1 n)rm(t) and p: R™ — {0,1/2,1} be defined as follows k

probability
0 if ||z|| = B’
p(z) ={1/2 elseif |lz—v||<BA|lz+v| <B
1 otherwise

Then AM' < cM s.t output distribution of A(v),B,A(0) are identical >

sampling
space
AV):
1.y < UM#HBumrmB) A(0):
2. b<U{01} , 1.  y < UHB@/nrm(B))
3. zey+(—1Dv 2. zey
4.  return z with p(2) 3.  return z with p(2)
5. elsereturn L 4. elsereturn L
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< Bimodal Hyperball Rejection Sampling

¢ Lemma 1 [Discretized Bimodal Hyperball Rejection sampling]

B >./(B)?+t%, M =2(B/BY™and v € R™ N HBy nyrm(t)
Let p: R™ — {0,1/2,1} be defined as follows

‘_-/"'_’_"_H"—e\(.-s"_'_"_‘"“‘
0 if ||z|| = B’ <, N N
p(z2) =41/2 elseif lz—v||<BAlz+v||<B / B/ > NN
1 otherwise \'\ N |
I',‘\ \ -V 0 +V _ I
Then AM' < ¢M s.t output distribution of A(v),A(0) are identical . \ NV
A(v):
A(0):
1. < U(HB m(B Recommend!
7 i) 1.y UHBammm(B) ,
2. b<U{0,1}) Or prove M' can be
s rey+ iy 2 zey = .
' : 3. return z with p(z) calculated in
4.  return z with p(2) s
c 4. elsereturn L polynomial time
. elsereturn L
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Security Parameter kD) pk+sig
Level Sets (Bytes) (Bytes) (Bytes) (Bytes)

133.9

119

123

134

198.1

m 180

182

259.8

256

252

201

GCK -1 256

NCC-1I 1021

HAETAE-120 256

Dilithium - II 256

GCK- II 256

NCC- I 1429

HAETAE-180 256

Dilithium - III 256

NCC- V 1913

HAETAE-260 256

Dilithium - V 256

GCK - V 256

(2,5)

(2,4)
(4,4)

(3,8)

(3,6)

(6,5)

(4,7)
(8,7)

(7,17)

p 225
8339581
64513
8380417
~ 726
8376649
64513
8380417
8343469
64513

8380417

~ 227

1,632

1,564

992

1,312

2,528

1,997

1,472

1,952

2,663

2,080

2,592

6,080

2,592

2,458

1,463

2,420

4,384

3,605

2,337

3,293

5,055

2,908

4,595

10,368

2,266

1,376

544

3,312

2,080

4,402

2,720

1,120

4,224

4,022

2,455

3,732

6,912

5,602

3,809

5,245

7,718

4,988

7,187

16,448

6.6

6.0

4.25

3.38

5.7

5.0

5.1

5.5

6.0

3.85

3.41
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GCKSign
» GCK TMO 7|Ht Ot =
= M7 YA GCK TMOE oSt [LYU09]2| 2t E SHOAM 27kl F7I8Q ZHE NA

- 7l =23 ZHO| QA S-S0 BT L MY 27|17} Sk

HAETAE

= Module LWE % BimodalSelfTargetMSIS 7|8t otH M4 S H

OH

= Bimodal Hyperball distribution2 A3t MYl 37| E

= Rejection sampling®i Al X QI simulatord|| L =71 0l
NCC-Sign

= Ring LWE % SelfTargetRSIS 7|8t ot 2

= non-cyclotomic ring= AIE5I0 £Af{E 42| flgdds =2

= 7|8l g0 ENY
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