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1. Overview of SOLMAE

2. Paper at SCIS2023@Kogura, Japan

3. SOLMAE by Prest in RWPQC2023@Tokyo, Japan
4. Paper CISC-S23@Kangwon U., Korea

5. 2 Invited talks to China

6. KpgC paper competition

7. Invited talk to LG U+@Seoul, Korea

8. 2 papers on SOLMAE accepted to AS23

9. Summary
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Overview of SOLMAE ==

solmae-sign.info Q

http://solmae-sign.info

News Resources About us Publications

SOLMALEL

SOLMAE:
quantum-Secure algOrithm for Long-term Message
Authentication and Encryption

This webpage introduces the SOLMAE signature scheme submitted to the Korean Post-Quantum Competition. SOLMAE is a lattice-based signature
scheme inspired by several pioneering works and stands for quantum-Secure algOrithm for Long-term Message Authentication and Encryption. At its
core, it is based on the hash-then-sign signature paradigm proposed by Gentry, Peikert and Vaikuntanathan[GPV08). To be efficiently instantiated, this
framework needs a class of lattices enjoying efficiently computable trapdoor bases for the signing procedure.

Optimal NTRU Trapdoors

h S~
Hybrid Sampler [Prelf \f—- > SOLMAE
~

Iln,u.pxm‘;m. Technique [ETWY22 ]

v IH|ALO|H E QAT H, ot SRS HAME T4 S0l 7HE

https://www.boannews.com/media/view.asp?idx=119368&page=1&kind=3
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SOLMAE Team ok

» Korean PI

» Kwangjo Kim ( President@IRCS, Emeritus Prof.@KAIST),
https://caislab.kaist.ac.kr/~kkj

» Member (7 persons)

» Mehdi Tibouchi (NTT, Japan), https://www.normalesup.org/~tibouchi/

» Thomas Espitau (PQshield, UK), https://espitau.github.io/

» Alexandre Wallet (INRIA Rennes, France), https://awallet.github.io/

» Yang Yu(Tsinghua University, China), https://yuyang-crypto.github.io/

» Akira Takahashi(U. of Edinburgh, Scotland), https://akiratk0355.github.io/

» Sylvain Guilley (Secure-IC, France), https://perso.telecom-paristech.fr/guilley/

» Seungki Kim(U. of Cincinnati, USA), https://sites.google.com/view/seungki/home
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Comparison of KpgC R1 Algorithms*

|:| - NIST PQC Standard
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SCIS2023, Riga Royal Hotel,
Kogura, Japan, Jan. 26 (Thu.) 2023

SOLMAE was

proposed to KpqC
Competition

Prof. Kwangjo Kim
IACR Fellow

Emeritus Professor@KAIST / President@IRCS

Acknowledgement : My travel to SCIS2023 was fully supported by Prof. Kouichi Kakurai, Kyushu Univ.
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1st RWPQC2023@Tokyo in Mar. 26, 2023 3%

https://rwpqgc.org/ SCHEDULE

Activity

g Remarks — Charles Clancy (MITRE

Invited Talk #1
NIST and PQC - Dustin Moody (NIST

Lessons Learned Talks of the selected candidates

Roundtable #1 - Implementation and side channels

C), Tobias Schneider (NXP), Daniel Genk Geotgia Tech), )

Invited Talk #3

Roundtable #2 - Industry side discussion

Roundtable #3 - Current state of cryptanalysis

We are the Real World PQC workshop.

M Reses Chioe Martindale versity of Lo} Miart

Invited Talk #4

Recent Results / Lightning Talks: GlowingMoltenHotRea®QC

RWC2023 by IACR was held Mar. 27-29, Tokyo, Japan
KAIST 7 IrCS
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Prest’s presentation@1st RWPQC

“SHIELD Think openly, build securely

. y 4 Falcon (Secondary standard)
J T
.

=
Zod

....E/

Quantum Computing Threat:
The First NIST Post-Quantum
Cryptographic Standards

Specification
<> NIST draft standard:
3 N

Design evolution
>

Suggestion are welcome!

PS: feel free to y v per @

There is one nice design

evolution of Falcon that | like.

https.//www.youtube.com/watch?v=J0QpSV2xSvM&t=17347s
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CISC_S23 Summer
Kangwon Univ., Chunchun, Korea, Jun. 22(Thu.), 2023

Prof. Kwangjo Kim
IACR Fellow

President@ IRCS / Emeritus Professor@ KAIST
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Key Features of RSA and SOLMAE

KAIST

Table 1: Key Features of RSA and SOLMAE

[tem RSA ("SOLMAE
Mathematics Number Theory| Algebra
Basic operation Mod. Exp. Polynomial
Trapdoor Mul. Inverse NTRU
Verification Left = Right |Left < Right
Gaussian sampling No Yes
Security assumption Integer Fact. SIS
Worst to avg. red. No Yes
Classical attack No No
Quantum attack Yes \ No /

10

_

SOLMAE
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Comparison of SOLMAE and ECDSA .

Table 3: Comparison of SOLMAE and ECDSA
SOLMAE ECDSA

Specification 512 P256rl
Size(Bytes) pk 1,792 65
sgn 1,375 32
Time KeyGen(ms) 30.21 2.53
Sign(us) 288.2 2,582.8
Verif(us) 55.6 7,744.7
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Chinese Standard Seminar (Online presentation)
Jul. 2(Sun.), 2023

Prof. Kwangjo Kim
IACR Fellow

President@ IRCS / Emeritus Professor@ KAIST

KAIST B |rc5'

SAHIAIO|H E QI 2l




3rd Yanqi Lake Int’l PQC Standardization and Application Workshop
Lioaning Int’l Hotel, Beijing, China, Jul.7(Fri.)-8(Sat.), 2023

IACR Fellow Kwangjo Kim

President@IRCS/Emeritus
Prof@KAIST
kkj@kaist.ac.kr

https://mp.weixin.qgg.com/s/vsjRK2Z4NPWWDKzz6ryTKoQ
v X BF FEFR H T {SH FE  HBEA

* Domestic experts: The sooner you participate in post-quantum public key research,
the more beneficial it will be for China to gain the relevant initiative.
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Comparison of SOLMAE vs. FALCON by Python

KAIST

Theoretical and Empirical Analysis of FALCON and
SOLMAE using their Python Implementation

Anonymous Authors

No Institute Given

itly selected FALCON as one

m in the style of €

Abstract. Since NIST has recer
= Lhe hash-anc
framework and instantisted over NTRU lattices, SOLMAE as a variant of FALCON was
submitted to KpqC standard competition by taking all the pros of FALCON and Mimaka

uantum-resistant digital sig

try-Peikert- Vaikuntanathan

natures which

g1 para

and reducing their cons as much as possible

In this paper, we s nptotic computational complexity of FALCON and SOL
MAE take &(nlogn) in their KeyGen, Sign and Verif procedures simultaneously, but our
hibit empirically that XeyGen

12 by about a second while

est Lhe asy

comput ts using their Python entation e
of FALCON-512 takes longer time than that of SOLMAE
the other two procedures are running almost the
of FALCON-512 and SOLMAE-512 with th
educational purpose to understand FALCON and SOLMAE ensily. We also che

Gaussian randomness of AV'-Sampler and Uni £Crown samplers used in SOLMAE only

»erime

e time, We show a sample execution
il for the
d the

r real value are described in de

Keywords: Lattice-based cryptography - Hash-and-sign paradigm - NTRU trapdoors

Discrete Gaussian sampling - Python implementation

Introduction

Vhen Shor [16] has proposed an efficient randomized algorithm on a hypothetical quantum computer

1 1999 to integer factorization and discrete logarithm problems in a polynomial time, it was beyond

ur imagination building for the powerful computing environment at that time. Currently the threat

f attacking the current (or classical) secure system by using the quantum computer is expected to
w right at our fingertips due to the aggressive road map by IBM quantum computing. We are very
oncerned about so called Harvest now, decrypt later attack [17] which is a surveillance strategy
hat re
wasible breakthroughs in decryption technology that would render it re

lies on the acquisition and long-term storage of currently unreadable encrypted data awaiting
lable in the future
Due to the substantial amount of research on quantum computers, large-scale quantum computers

built, can break many public-key cryptosystems based on the number-theoretic hard problems in
se. In 2016, NIST [14] has initiated Post Quantum Cryptography (PQC) project to solic
nd standardize one or more quantum-resistant cryptographic algorithms for Key Encapsulation
fechanism(KEM) and Digital Signature{DS) worldwide. After several rounds, NIST has finally
elected CRYSTALS-Kyber for KEM and CRYSTALS-Dilithium, FALCON, and SPHINCS+ for
)S in 2022

Influenced by this NIST PQC project, Korean cryptographic society led by KpqC task force [11]
soliciting Korean PQC standard candidates by the end of Oct. in 2022. By the due of
cand ates DS for KpqC competiti
are available at https://kpqc.or.kr/

SOLMAE " was submitted to KpqC Competition as one of DS candidate algorithms which is a
sttice-based signature scheme inspired by several pioneering works based on the hash-then-sign
ignature paradigm proposed by Gentry, Peikert and Vaikuntanathan [6

SOLMAE is inspired from FALCON's design. Some of th
xid out in the presentation of Mitaka [1]. At a high level, it removes the inherent technicality of

as called

ates KEM and 8 candi n were submitted and

ubmission

heir deta

new theoretical foundations were

he sampling procedure, and most of its induced complexity from an implementation standpoint,

ot free, that is with no loss of efficiency. This simplicity translates into faster operations while

! This is an acronym of quantum-Secure algOrithm for Long-term Mesage Authentication and

g

Encryption

evaluate,

14

8 Concluding Remarks

FALCON is claimed to have the advantage of providing short public keys and signatures as well
as high-security levels; plagued by a contrived signing algorithm, not very fast for signing and
hard to parallelize; very little flexibility in terms of parameter settings. However, SOLMAE has a

simple, fast, parallelizable signing al,

gorithm, with flexible parameters with its novel key generation
algorithm.

In this paper, after giving a brief description of the specification of FALCON and SOLMAE,
we found that their asymptotic computational complexity of KeyGen, Sign and Verif procedures

simultaneously. Also, our computer experiments using their Python implementation
it empirically that KeyGen of FALCON-512 only takes longer time than that of SOLMAE
512 by about a second. But we can say that this is not an exact evaluation of their performance by
Python implementation.

Further work such as elaborated analysis
SOLMAE asymptotically is left to do next.

ymputational complexity on FALCON and

Acknowledgement

Omitted for anonymous submission
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2 Papers@Asiacrypt2023

25. Antrag: Annular NTRU Trapdoor Generation
Thomas Espitau, Thi Thu Quyen Nguyen, Chao Sun, Mehdi Tibouchi, Alexandre Wallet

PQShield, Inna Rennes, Osaka University, NTT Social Informatics Laboratories, Univ Rennes, Inria, CNRS, IRISA

Table 2. Practical parameter selection, power-of-two case

- Table 4. Performance comparison with FALCON and MITAKA.
q = 12289 q = 3329
d 512 1024 512 1024
Quaity a ’ P l.ilS FALCON |33| MiITAKA |1~1| fhis paper
epetition rate | K £ y ¢
Bi(p,vi(\curit_v (C/Q) 124/113 264/240 §21/110 265,240
Verification key size (bytes) 896 1792 768 1536 d_ 512 102—1 512 1024 512 1024
Signature size (bytes) 646 1260 501 1176
Juality o 1.17 117 204 233 .16 1.23
Table 3. Practical parameter selection for ANTRAG, 3-smooth conductor case. (21 ¢ i Y : & .-
Classical sec. 123 284 102 233 124 264
(3) Modulus g = 12250 Key size (bytes) 806 1792 896 1792 I896 1792
d 648 768 864 972 Slg size (bthS) 666 1280 713 1405 646 1260
Quality o 117 1.19 1.21 1.22
Repetition rate M 4 3 3 4 keygen speed (Mcycles) 154 55.2
Bit security (C/Q) 166/151 196/178 222/201 251/227 X o~ "
Verification key size (bytes) 1134 1344 1512 1701 o a A "7 2 4 d 21, 4 ¢ 4
Hi::li:lllrlv ;izc‘(b;u’m) ’ 808 952 1069 1200 keygen :«pe(‘d (mb) 4.7 13.8 1657 6214 5.7 20.5
sign speed (kcycles 340 661 334 655
(b) Various moduli. For d = 768,864,972, the right column shows moduli of [14]. . i ( . ) i =
~ ~\ sign speed (us) 204 412 127 246 |124 243
d =648 d = 768 d = 864 d=972 verif speed (kcycles) 23 46 |23 46
Modulus g 3889 9721 332¢ 18433 3727 10369 4373 17497 . ‘ A L 4 rd
’ . - ' verif speed (us) 21 43 9 17 {9 17
Quality a 1.32 1.19 1.39 1.16 1.40 1.23 1.40 1.18 \ 4
Expected repetitions 4 4 4 3 4 3 4 1 *
Bit security (C/Q) 159/144 164/149 192/174 195/177 220/200 222/201 254/230 250/227 1 1 . 3 1r . - 1 e
Verification key size (bytes) 972 1134 1152 1440 1206 1512 1580 1823 Timings for the optimized SageMath implementation (ex
Cignuturv size (bytes) 747 796 883 977 1000 1058 1133 1225 (,luding NTRLISOIVO) Since no (:‘ llI]plOlll(‘l]t&t]OIl OXI‘St‘S

85. On Gaussian sampling, smoothing parameter and application to signatures
Thomas Espitau, Alexandre Wallet, Yang Yu
PQShield, France, Univ Rennes, Inria, CNRS, IRISA, Tsinghua University, Beijing, China
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Deliverables of SOLMAE Round 2 (if OK ==

almost
N/A

|sOLMAE_R2 submission

ocument Jsoueszpst
4
extra
C
e
iat.®
Python
SOLAME_512_py ** py
SOLMAE_1024_py *= oy
T
** Dy, **sage
KAT
generator ]
katrng.{h,c}, PQCgenkKAT_sign.c
Reference Implementation
SOLMAE_512
SOLMAE_512_v_key
*c, **h build |
** o kat_s512.exe |**req, **rsp
SOLMAE_1024
SOLMAE_1024_v_key
asc *ih build |
** 0. kat_s1024.exe **req, **.rsp

Optimized Implementatioc
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« After Round 1 submission of SOLMAE package,

The followings were done:
1. SOLMAE web page (https://solmae-sign.info) was opened
2. International (Japan and China) invited & domestic talks/
papers
3. Python Implementation of SOLMAE(https://github.com/kjkimO
410/SOLMAE python 512) and comparison with FALCON

« 2 papers on SOLMAE accepted to Asiacrypt2023@China
* International reputations on SOLMAE are rapidly increasing

« Still lots of job are remaining!!

KAIST e |rc5'




