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Updates on TiGER

□ State-of-art TiGER

□ Updates onTiGER
➢ Parameters and Algorithms

➢ To prevent side-channel attacks

➢Minor changes

□ Future Research



State-of-art TiGER

□ Threshold : 1,442B (IKEv2)

TiGER256 : ctx = 1,408B

Easy Migration 

□ Optimized 128, 256bit

Smallest, Fastest and Safety

For Lightweight : TiGER128

For National Security : TiGER256



Updates on TiGER

□ Parameters and algorithms

⚫ Against Meet-LWE attack (22.12.28., D.J. Bernstein / 23.7.9., Joohee Lee)



Updates on TiGER

□ Parameters and algorithms

⚫ Corrected error in the DFP calculation formula. (23.8.4., Seungwoo Lee) 



Updates on TiGER

□ Parameters and algorithms

⚫ To prevent multi-target attacks

➢ Algorithm 5 and Algorithm 6 add H(pk) to the input coins for encryption. 

➢ in Algorithm 6 for generating a shared key, H(c) is input instead of ciphertext c.



Updates on TiGER

□ To prevent side-channel attacks

⚫ Constant-time implementation

➢ Removed conditional statements from HWT function



Updates on TiGER

□ To prevent side-channel attacks

⚫ Power Analysis

➢ D2 encoding compensates for the vulnerability of the mask variable to power analysis 

due to the Hamming weight difference (0 or -1).



Updates on TiGER

□ Minor changes
⚫ Changed the shared key (K) size in TiGER128 from 128 bits to 256 bits. 

(Influenced by recently released FIPS-203(draft))

⚫ Fixed public key and ciphertext size inconsistencies between the specification 
document v2.0 and the reference implementation of ciphertext and public key. 

(Resolving data type differences through bit/byte conversion encoding) 

⚫We modified the index storage implementation of the secret key (SK) according to the 
documentation to significantly reduce the size of the SK and simplify the decapsulation 
operation.

⚫It has been updated based on Professor Seo Hwa-jeong's KPQClean project to enable 
easy comparison with other algorithm codes.



Future Research

□ Remove the re-seeding in HWT function

⚫ Don’t Reject This: Key-Recovery Timing Attacks Due to Rejection-Sampling in HQC and BIKE(TCHES22).

□ Reduce the message size on TiGER192 (256bit → 192bit)

⚫ FIPS 203(draft), the security strengths of the RBG are 128, 192, and 256bits, respectively. 

Therefore, there is no benefit to security even if the message size is fixed to 256 bits.

If the message size is 192 bits, 
the error correction bits can be changed from 5 to 6 bits.
it is expected that the size of ctx can be reduced by 128B.
As a result, overfitted TiGER192 can be optimized.



THANK YOU!

Q&A

KpqC 연구단 7차워크숍

Defense Counter-intelligence Command


	슬라이드 1
	슬라이드 2: Updates on TiGER
	슬라이드 3: State-of-art TiGER
	슬라이드 4: Updates on TiGER
	슬라이드 5: Updates on TiGER
	슬라이드 6: Updates on TiGER
	슬라이드 7: Updates on TiGER
	슬라이드 8: Updates on TiGER
	슬라이드 9: Updates on TiGER
	슬라이드 10: Future Research
	슬라이드 11

