Improvements of MQ-Sign and
NCC-Sign
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Each central quadratic polynomial F¥) is written as
F® = FP + Fov + FLt,




e [Selection of .'FV using Sparse Polynomials.] For the Vinegar x Vinegar
quadratic parts, }'ér} fork=1,---,0,
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where af eg F; (i =1,--- ,v) so that the symmetric matrix of the quadratic part
of Férk} has full rank and all the quadratic terms in each F‘Erk} don’t overlap for

k=1,

e [Selection of }' oy using Sparse Polynomials.] For the Vinegar x Oil quadratie
parts,
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where 8F ep Fy (i=1,---,v) so that the symmetric matrix of the quadratic part

of féﬂ has full rank and all the quadratic terms in each fék& don’t overlap for
k= ]_:| cee 0
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— Sparse Vinegar * Vinegar + Sparse Vinegar * Oil:
ke k e k

Fi = T+ Fiha + 7%

— Random Vinegar = Vinegar + Sparse Vinegar x Oil:
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Frs =Fvr+Fovs + FLe-

— Sparse Vinegar * Vinegar + Random Vinegar x Oil:
k ke ke k
Fsn=Fos +Fovr + Fre-

— Random Vinegar = Vinegar + Random Vinegar * Qil:

k k ke ke
Fin=For+Fovr+Fre-




o MQ-Sign sparse versions 4

= MQ-Sign sparse version
> MQ-Sign: RR, SR, RS, SS spare polynomial& 0|88t H3, Kpgc A&
> RS, SSHIT 34 H|ZI|E XS =+ U= ELc 2
v Aulbach et al 34
+ Sparse d21t SX|7| HEj § = II":" 0"’“’] 0|2

v |kematsu et al 34

 Sparse J&TF 0|&
- ESH AAMOZEH FIH7| null spacel| basisE &Z->linear system?2| 5

= MQ-Sign
> MQ-Sign: 40| Cifgt 714 8l0| RR, SR L =2 FX|
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> MY 4E/4T €2 F0M HAIXI2E SHZ[2] SHA| 2k =7 H(M||r||H(P))

Security Guarantee against Potential Attacks. In order to certain poten-
tial attacks, we use a binding technique so that a signature is identified with a
unigque public key and message. For given two public keys P and P’ such that
if 7 = (o,r) is a signature on a message M under the public key
P then one who knows 7”7 can generate a valid signature 7 = (¢’.r) on the
same message M under the public key P’ by computing(: (T ’)’@Tﬂ
prevent this type of attacks, one needs to bind a message being signed with the
public key, i.e. H(M||r||H(P)). So, we use H(M||r||H(P)) in the signing and

verification algorithms.
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= Reference T-¥: Intel i7-13700K 3.40GHz
> 7| &
Scheme Security Level 1 3 5
KeyGen. 79,864,302 302,322,971 755,934,235
MQ-Sign-RR Sign 1,303,024 3,333,303 6,577,958
Verify 1,243,091 3,125,277 5,045,017
KeyGen. TO2NT TR 288,902,825 717,203,934
MQ-Sign-SR Sign 201,834 707,959 1,486,775
Verify 1,243,091 3.125.277 5,545,017
> i
Scheme Security Level 1 3 5
KeyGen. 49,920,471 193.215,572 485,890,975
MQ-Sign-RR Sign 805,276 2,000,408 3,916,850
Verify 775,744 1.872.,550 3,493,739
KeyGen. 47,331,471 183,855,056 466,702,514
MQ-Sign-SR Sign 435,128 1,209,312 2,599,835
Verify 777,002 1,875,890 3,581,903
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NCC-Sign: Non-cyclotomicdt cyclotomic 25 X|&3t= Ring-LWE 7|8t T XA H
> Module lattice & BKZ ¥12|E EX
> power-of-2 cyclotomic polynomial ringO| Ol Imf2t0|EH =7} §l= polynomial ring AHE
> Z|/MYE Z0|9| SAHCHE MHE/SE0 =FHE & 24

[ M A3 £|ZE2| non-cyclotomic ZAXF 7|8t MAME S0 2|F

> Intermediate Security Guarantee : Standard lattice 7|%F > Non-cyclotomic > power-of-2 cyclotomic
> T2 X[A3): prime-degree large Galois group, inert modulus, ¢(X) = X? - X +1
(224 S trinomial, ¢(X)=X" - X"2 -1, n=2%-3
Fiat-Shamir with aborts 7|2t HAMYE, HASE SYE, /47| &= L& 0|8 SH7] 52
2250l mj2j0|E| Me
> Core-SVP estimate &= 128, 192, 25601 2T SHA| M El
xb

= - —
> NCC-Sign trinomial:2 Dilithium 2Lt O 2 SHEE H&, 85 % (Reference 727|F)
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= NCC-Sign non-cyclotomic version
» HaX 0l ohet0|E dE
v' Core-SVP estimate ST 128,
192, 2560( ZESHA| &
v' NTT unfriendly ring
Z,X]/(XP - X +1)

Ol A NTT AF2

Parameter /Security Level 1% 3" 5°
il 1201 LG 2039
i 17279291 17305741 17287423
d |dropped bits from t] (297 < 43) 12 13 13
T |# of £1's in ¢ 32 32 32
challenge entropy [log (¥) + 7] 241 254 265
1 |y coetlicient range] e /
2 |low-order rounding range| (q—-1)/70 ({(g—-1}/60 (g—1)/58
[ = 246847 (= 288429) (= 298059)
< 7] [secret key range| 2 2 L —
¥} | WE IRE 128
w |max # of I's in hint] 50 80 80
<—TxXp, teps. [= elmAztpadi)(l/m+1/m)) 2.5 3.02 3.95 —>
Key /Signature Size
Public key size 1984 2443 3091
Secret key size 2R 3914 49410}
Signature size 3180 43251 5385
SIS Hardness (Core-8VP)
BEZ block size b to break SIS 463 GG 205
<Test known classical bit cost 135 1494 T ——
Best known quantum bit cost 122 176 237
LWE Hardness (Core-SVP)
BKZY block size b to break LWE 4091 T11 056
<l fnown classical bit cost 143 207 i B—
Best known quantum bit cost 130 188 253

LWE Estimator

Cost to SIS (BKZ b) 155.5 (454)

Quantum cost to SIS 135.3
Cost to LWE (BKZ b) 167.3 (483)
Quantum cost to LWE 141.1

218.1 (697)

192.0

229.3 (T04)

198.4

289.7 (941)
256.5
208.1 (949)
262.0




K< A |_ Parameter/Security Level 15 3o+t oFe
@ N CC Slg n 7H I—-| A P 1201 1607 20039
il 17279291 17305741 17257423
d [dropped bits from t] (2%7 < =,) 12 13 13
T [# of £1's in ¢ 32 32 32
) ) ) challenge entropy [log (¥ )+ 7] 241 254 265
= NCC-Sign non-cyclotomic version 1 [y coefficient range 19 519 519
72 |low-order rounding range| (g —1)/T0 = (g — 1}/60 = (g—1)/58 =
AXMO| nkatol e A EH 2AGRIT 288,190 208050
> ET = |-E|- | -I = < [secret kev rangel 1 1  —
. 3 G4 fid 6d
v Core-SVP estimate %IHFE 128’ w |max # of 1's in hint| S0 80 80
" Wr-“" Aa+ped 11/ v+ l.f'*::]J 1.58 1.74 1.08 —
192, 2560] ZHSHA| A1EH pk size 1081 2143 3001
sk size 2703 3817 4843
v" NTT unfriendly ring sig size 3936 5255 6659
BKZ block-size b to break SIS 463 GGG 895
Zq [_X]/(_Xp — X B ]_:] <=t Kunown Classical bit-cost 135 Ei T —
Best Known Quantum bit-cost 122 176 237
=] Best Plausible hit-cost 96 135 185
O.” A-I NTT A|- © BKZ block-size b to break LWE 450 (56 B84
<Tat Kuown Classical bit-cost 131 191 P ——
Best Known Quantum bit-cost 114 174 234
Core-SVP cost by Lattice estimator
BKZ block-size b to break LWE 442 (42 863

(Classical bit-cost {method) 129.1 (usvp) 187.8 (dual hybrid) 252.2 (dual hvbrid)
Hyhbrid-decoding attack cost

BKZ block-size b to break LWE 445 G55 200

Classical bit-cost 168.6 231.4 01.5
Hybrid-dual attack cost

BKY block-size b to break LWE 430 21 B42

Classical bit-cost 1561 213.2 277.1
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= NCC-Sign trinomial version
> B0l mat|E M
v QFHE ORI = H
v' NTT friendly ring
Z[X) /e — X% )
Ol M2 NTT AHE

Parameter /Security Level 1 3 5
< 1 1152 1536 2304 —
q R ERY Radiala 8404993
d [dropped bits from ¢| (297 < 42) 12 12 13
T [# of £1's in ¢ 25 29 32
challenge entropy [log (¥) + 7] 195 232 271
71 |y coefficient range| 218 718 213
Y2 [low-order rounding range| 131274 131208 262656
i [secret key range| 1] 1 1
3 ol 58 G4
w |max # of 1's in hint| 80 80 80
Exp. reps. [m g™t/ m1+1/72)) 1.93 2.76 2.32
Key /Signature Size
pk size 1760 2336 3200
sk size 2400 3168 4992
sl size 2912 2872 G0
SIS Hardness (Core-SVEP)
BKZ block-size b to break SIS 462 G71 1005
<t finown Classical bit-cost 135 196 IR —
Best Known Quantum bit-cost 122 177 2606
LWE Hardness [Core-SVP)
BKZ block-size b to break LWL 451 52 1078
<Test Kpown Classical bit-cost 131 190) =
Best Known Quantum bit-cost 119 172 285
Lattice estimator (Core-SVP)
BKZ block-size b to break LWE 452 5H2 Liy72

Classical bit-cost (method) 132 {usvp) 190.7 {dual hybrid) 313.3 (dual hybrid)
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= NCC-Sign vs Dilithium

<o
Scheme Core-SVP /Size 1(128) 3(192) 5(256)
SIS @) U8 265
LWE 123 182
Dilithium Repetitions 4.25 5.1 3.85
Public key size 1:312 1952 2592
Signature size 2420 3293 4595
SIS (135) (194) (261)
LWE 143 2 279
NCC-Sign Non-Cyclototmic (g = 2) Repetitions 227 2.7 3.43
Public key size 1984 2443 3091
Signature size 3186 4251 5385
SIS 194 201
LWE ‘ii!»
NCC-5ign Non-Cyclototmic (n = 1) Repetitions 1.58 1.74 1.98
Public key size 1984 2443 3091
Signature size 3936 5255 6659
SIS 96 (293)
LWE 1&EE’
NCC-Sign Trinomial Repetitions 2.27 Z2X 3.43

Public key size
Signature size

1760
2912

2336
3872

3200
6080
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= Reference T+2: Intel i9-10980XE 3.0GHz
» NCC-Sign non-cyclotomic

v Toom-Cook Algorithm /Security Level 1¢ I11¢ Ve
KeyGen 1,727,508 2,965,942 4,700,228
Sign 11,768,076 20,816,964 42,227,652
Verify 3,400,702 5,876,246 9,324,876

v NTT Algorithm /Security Level 1° 3° 5F
KeyGen 979,979  1.001,022 1,034,193
Sign 7,269,506 8,752,038 10,719,700
Verify 1,863,350 1,884,647 1,926,235

> NCC-Sign trinomial: NTT, Dilithium 2Lt 4 £ -> Dilithium reference +¢

Awmw Level 1 3 \"1\ Algorithm /Security Level 1 3 D
KeyGen 139,507 180,869 272,344 KeyGen 150,321 280,158 407,743
Sign 440,334 742,644 1,033,312 Sign 520,136 832,706 1,049,686
Verify 168,804 213,435 347,790 Verity 162,721 252,928 413,280

— —————







