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®BBB+ U T =

= A AY V[ IEY 48L U= dA He] LZE F=o 24 18 E.

= 20203 EUROCRYPT 20200 2~7l{ =l An Algebraic Attack on Rank Metric Code-Based
Cryptosystem!) ==0{|A&] M. Bardet et al.0f| 2o} 4||Qr=l.

= T.Lange et al.0| ojY ==0| A 27l = decoding= Ar25H Layered ROLLO-12F REDOG €f
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1) M. Bardet, P. Briaud, M. Bros, P. Gaborit, V. Neiger, O. Ruatta, & J. P. Tillich, (2020, May). An algebraic attack on rank metric code-based
cryptosystems. In Annual International Conference on the Theory and Applications of Cryptographic Techniques (pp. 64-93). Cham: Springer
International Publishing.



1. BBB+, BBC+ OEI-_EE‘%

. m(N—L{—l) +1> (1;’) U2 ItEot= 422 complexity= LH =1} 23

()

. m(N—L{—l) +1> (1;’) XS FEoiR| A= 422 complexity= TSk 242

O ( ( ’l(m{jj.rl ];1}:+ 1 ) " )




1. BBB+, BBC+ & 1 2|S

OBBC+ & 112 =

BBB+& 7[{4150{ M. Bardet et al.O| A&/ A2t A HE| = St Hid|F

20203 ASIACRYPT 20209 &7 = Improvements of Algebraic Attacks for Solving the Rank
Decoding and MinRank Problems?) ==0{|A] M. Bardet et al.0f| 2|5} #||2r=!.

T. Lange et al.0| S == 0| A& A7 E decoding= A SHH Layered ROLLO-12F REDOG &t
S 2| E0| ALt SR E T ZE A A QFst,

= CFot 710 2} BBC+-1, BBC+-2, BBC+-3, BBC+-42| 47f2| A10| Z2{5tH ZHZF2 2|F Hf
A4l K| 2gl0] 37| Of 7 4:0) O] =3t

2) M. Bardet, M. Bros, D. Cabarcas, P. Gaborit, R. Perlner, D. Smith-Tone, J. P. Tillich, and J. Verbel, 2020. Improvements of algebraic
attacks for solving the rank decoding and MinRank problems. In Advances in Cryptology—ASIACRYPT 2020: 26th International
Conference on the Theory and Application of Cryptology and Information Security, Daejeon, South Korea, December 7-11, 2020,
Proceedings, Part | 26 (pp. 507-536). Springer International Publishing. 6
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OBBC+ & 112 =
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T. Lange et al.== 20234 8& 92 on the securlty of REDO

> = gr 20233 9E 52 Analysis of
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def C_b{NF,RF,MF, KF, b):
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def C_b(NF,RF MF,KF b)!
return sum{sum({—1)"(s+1) = binomial (NF, RF+s) = binomial(MF + = — 1, 5]
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® ayered ROLLO-1 If2f0fEf AL

52 Analysis of Layered-ROLLO-1 =A{ Of| A Zf security level®s costS CHA|
A0 © 22 Y75t Layered-ROLLO-1 & EIO| OF2of Z00| Al S A%

n m+1—1\ /fmk +1
P i ja

For the latter, it leads to a gomplexity of

= T.Lange et al.= 20234 9
AlLFoto 2251 O'—f ol
o0y CfA| Al 4FotH

O ((By + Cp) A7)

[ASIACRYPT 2020]

D PR s ru Vg s

def C_b(NF,RF,MF,KF,b):

return sum(sum((-1 binomial (NF, RF+s) * binomial(MF + s — 1, s) * binomial (MF = KF

Corrected [Tange, etal

#irong ¢
def C b(NF RF MF,KF,b)

return sum(sum( (-1 * binomial (NF, RF+s) = binomial(MF + s — 1, s) * binomial (MF
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» Ofgf{Q H = Layered-ROLLO-1 HLHO| A S £ 51 CHA| Al AFoF A= BBC+(corrected) =, 7| =

o T Lange et al.O| %||A|oF 4 1It= BBC+(announced)= H 7|5 2 1} '

= 7| =0 T. Lange et al.0| BBC+H LE| &5 A-8SF G271 714 cost/f 47| Lol T 4f& 7| Rofi 2
H, Layered-ROLLO-1 H 2 St A 12| S o 2| A Ltet AUtE 2| Aot S

security level | new (g.n;.n..m.r.d) | BBCHannounced) | BBC+(corrected)
modified-128 (2,37.61,67.6.2) 93.68 113.78
modified-192 (2,43,71,79,7.3) 106.28 154.71
modified-256 (2.53,103,97.7.3) 114.1 167.61

new-12 (2,37.61,67.7.2) 102.14 186.52

new-192 (2,43,71,79,9.3) 119.1 318.49

new-256 (2,53,103,97,12.3) 152.07 554.29
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» = ALEHZBBC+ €12 F 0|0 = OHE H 0 FY Qiot A== Al Aol Z24HE Mol 2

o

=
n Al4F Al BBC+7| b 2| A& costE HO|R| e B2 BBC+L| 22 2| & costE HO|= Y118 F

i} Ofof| off Fot= Z & AlLteh 24 =2 O 2F 23

security new BEEC+
lowest cost
level (¢. Ny N ma 1. d) | (layered)

modified- 128 | (2,37.61,67,6,2) 113.78 | 113.78 (BBC+)
modified-192 | (2,43,71,79,7.3) 154,71 | 154.71 (BBC+)
modified-256 | (2,53,103,97,7,3) 167.61 162.79 (BBB+)
II
II
II

new-125 (2,37,61,67,7,2) 156.62 151.14 (BBB+)
new-192 (2,43,71,79,9,3) 318.49 | 200.46 (BBB+)
new-256 (2,53,103,97,12,3) | 854.29 | 271.44 (BBB+)
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OPALOMAL| S of HIEH HL
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= Patterson decoding & 12| &= irreducible Goppa =
codeE F=22fot’/| loff 7| 28 €1 F= =82t extendedF 12153 ArEet.

* |rreducible Goppa codeS Eigfé_f o = = O = Berlekamp-Massey & 11 2| =0| Q= of
=& 211 2| =2 Classic McEllece Ofts &2 =0 At &1 Q1 2, BCH Z E2F Reed-Solomon T E

SO = 5510) = ARSI LS.

== ‘& Berlekamp-Massey algorithm& A[-&5[0 binary separable Goppa code& S 23f5F &
UL, irreducible Goppa code2 separable Goppa code S McEliece CryptosystemOf| 2 -8off A{
= 217F U,

= Eartels.

ol

s [If2FA] Berlekamp-Massey & 112|029 A& &L

|-0|I

=
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®Binary separable Goppa code?| EA1 1t CFaHAL g(X)

= PALOMA 25 A| AHI2 separable Goppa code Ai4d = £ ol separable polynomial g(X)& &4 Al7H Y
off A44I3E M WS Tt e
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= 5 49 plHe support set2®2 T, Fo| e HAE HAH
otd, te] H4LES 222 2= degree?t 2 Goppa polynomial g(X)E 44 .

» Y& =9, t /12 a;50| £ conjugatedt HAS0|2f1L 71
« 0|33t BL, g(X)7F O ;2] minimal polynomiallf S5t H.

« Minimal polynomial g(X)7} F,0|A{ irreducible polynomialO| E| B2 =, 7|&9]
I

) classic Goppa code®] generator
Z AR £ Q0] AUMH O 2 7| Z Goppa Codel| TSt &4|| £ reduce’f 7s<t.

* A2 €0| a;50| M= conjugatesl] X| = 3% reduce’| 7l 5022 0| dR2F 1LB{o0] g(X)& I H
5{OF &t
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OREDOGO| Lt S=2of A0 ¥

2 on the security of REDOG =41 0| A] A-dimensional subspace =42 =

= T.lange etal.= 20231 8& 9
o=
A -

Sof 2 =4S A Hof

GLy  (A)7F 2 ESIEE SE *JQOHOFOFLHI, = HLEHO| AAle LEt0|E F U R &= GLy_ (MO
HA 2 GLy_ (Fgm) & subgroupO| =|Z| EOF 4|7} /Y2t

= REDOG Y¢S A|AEIO|A Kkey generation 2t = A-dimensional subspace A C Iqu% MEHSHE| §—1 €

= O| = ol| 257| ¥loll mO| A 2[H= 2J0|ot= A2 Hi 7t E| =5 LhFaf £0| Z2Fot0 off 2 o
e,
security original_parameter new_parameter
level (n.k.lg.m.r.Aty.1,) (n.k.lg.m.r. A tq.1,)
128 (44, 8, 37, 2, 83, 18, 3, 9, 3) (44, 8, 37, 2, 84, 18, 3, 9, 3}
152 (58, 10, 49, 2, 109, 24, 3, 12, 4) | (58, 10, 49, 2, 111, 24, 3, 12, 4)
256 (72, 12, 61, 2, 135, 30, 3, 15, 5) | (72, 12, 61, 2, 135, 30, 3, 15, 5)
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®REDOGO| Th3t T2f0[E] o171 - & A 20|
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security parameter
. Lange_cost | recomput_cost
level (N ks Lo gema T Autyo s )
28 (44, 3, 37, 2, 84, 18, 3, 9, 3) 114.8425 229.7623(BBEB+)
192 (58, 10, 49, 2, 111, 24, 3, 12, 4) 143.3622 324.8804(BEB+)
256 (72, 12, 61, 2, 135, 30, 3, 15, 5) 173.2814 422.5735(BBB+)
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" 20237 8 9 T. Lange etal.& IHO|H ¢, 1,5 2 Fol= MEZ THS A ABIA 20, 1S0[ 4
A| 3 BP0 = of 1ETO| R A|BF Y B Ot costyt I LIEFFCHT 7| OFSH 2.

= J12{L}, Lange etal.Q ALt AXH A0 22t AO| 2= of| 5 Ir2f0|Ef =0 Mol = H-LH O]
LPA] Al 4ol e 1 A= LS 245
= Lange et al.O| A|Lt3t cost= Lange_cost=, = HLEHO| LyA[ A LS cost= recompute_cost= H 7|5}
Tl E= ILfEJr Bl & Af8of A2 £82F 2IUE B7|oIUS
security parameter
. Lange_cost | recomput_cost
level Nk logemarahatyata )
28 (44, 8, 37, 2. 83, 18, 3, 15, 1) 128.3541 | 229.4455(BBB+)
192 (53, 10, 49, 2, 109, 24, 3, 21, 1) | 163.9988 | 324.2406(BBB+)
256 (72, 12, 61, 2, 135,30, 3, 27, 1) | 199.0283 | 422.5725(BBB+)
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= Enhanced pgsigRM
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= Modified Layered-ROLLO-1
» 2023 48 ZH SHO| A A|H O| 2= Lange et al. 1} Pellegrini/| B 10| 23] Lhefot LA 2 &4
A| .
« 02| HHO| £ 8 Sl security level2 IFE5H= I20| B 2|2t
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d= SEosl= 40| T Rajl 24,
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