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Layered ROLLO
ROLLO
• 저랭크 패리티 체크 부호(LRPC 부호)를 활용한 고성능 KEM 기법

• 장점: 해밍 거리가 아닌 랭크 거리에 기반한 방법론, 부호 기반 양자 내성암호 중 상대적으로 작은 키 
사이즈 및 고성능의 장점을 획득

• 단점: 여전히 격자 기반 암호보다는 동작 성능적 열위에 있음, 기반 문제에 대한 안정성이 이론적으로 
완전히 보장되지는 않음

Layered-ROLLO
• LRPC 부호의 랭크 거리를 낮추어 복호 성능을 높이고, 대신 무작위 다항식 및 두 모듈러 연산의 

구조를 이용하여 보안성을 확보
• 장점: 파라미터 다변화 및 상당한 동작 성능 향상을 얻을 수 있음

• 단점: 추가적인 연산이 필요하며, 키 사이즈가 증가함, 추가 연산 부분에 대한 보안성 검증이 필요
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Outlook on Layered ROLLO Scheme
➢ 1st submission  (22/10/31)

➢ A series of attacks and modifications are uploaded in in kPQC-bulletin 
➢ First attacks and the corresponding modification are uploaded (23/04/10, 23/05/19)

➢ Second attacks and the corresponding modification are uploaded (23/09/05, 23/09/22)

➢ Third attacks and the corresponding modification are uploaded (23/10/04, 23/10/20)

➢ Fourth attacks and the corresponding  modification are uploaded (23/10/22, 23/11/06)

➢ Presentation on 7th KPQC workshop(23/11/14)

➢ 2nd submission(planned)(23/02/23)
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History on Layered ROLLO Scheme
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Layered ROLLO(1st Submission, 2022, 10)
1. Key generation

➢ Generate two random vectors 𝐱 and 𝐲
from the low-rank 𝔽𝑞-subspace 𝐹 ∈

𝔽𝑞𝑚

𝑛

𝑏 with rank weight 𝑑

➢ Generate 𝑏-degree and 𝑛-degree random 

polynomials 𝑃𝐼 and 𝑃𝑂.

➢ Generate 𝐳 and 𝑃𝐻 as
❖ 𝐳 = 𝑃𝐼𝐱−𝟏𝐲 mod 𝑃, 

❖ 𝑃𝐻 = 𝑃𝑂Ψ 𝒛 X1 + 𝑃𝑁𝑃 mod P𝑏  

➢ Finally, construct SK and PK as
❖ PK: 𝑃𝐻, 𝑃𝑃 = Ψ(𝑃𝐼)𝑃𝑂 mod 𝑃𝑏

(NOTE: We use an additional key size by 𝑃𝑃, 

which amounts to 
𝑛log2 𝑚

8
[Byte])

❖ SK: 𝐱 , 𝐲, 𝑃𝑂, 𝑃𝐼

2nd cond.

3rd cond.

𝐱
𝐲

𝐳 = 𝑃𝐼𝐱−𝟏𝐲

𝑃𝐻 = 𝑃𝑂Ψ 𝒛 X1 + 𝑃𝑁𝑃

𝑃𝑃 = Ψ(𝑃𝐼)𝑃𝑂

𝑛

mod 𝑃

mod 𝑃𝑏

𝑃𝐻 , 𝑃𝑃 PK

SK

𝑃𝐼

𝑃𝑂

mod 𝑃𝑏

𝑛

𝑏

𝑏
1st cond.

Low-rank 
polynomial 𝐹

Random 
polynomials

To public, 
including Bob
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Layered ROLLO(1st Submission, 2022, 10)

2. Encapsulation
➢ Generate Low-rank 𝔽𝑞-subspace 𝐸 ∈

𝔽𝑞𝑚

𝑛

𝑏 with rank weight 𝑟 with the first 

𝑏 zero elements  

➢ Generate 
𝑛

𝑏
−tuple two error 

vector 𝒆1, 𝒆2 ∈ 𝐸
➢ Obtain CT polynomial 𝑃𝐶 as

𝑃𝐶 = 𝑃𝑃𝑃𝐸,1 + 𝑃𝐻𝑃𝐸,2 𝑚𝑜𝑑 𝑃𝑏

➢ Obtain 𝐤1 = 𝐻𝑎𝑠ℎ 𝐸  to have a shared 

secret (SS)

𝐞𝟏

𝐞𝟐

𝑛

𝑏

Low-rank 
polynomial 𝐹

𝑃𝑃

𝑛

𝑃𝐻

Public key

𝑃𝐸,1 = Ψ 𝒆1 X , 𝑃𝐸,2 = Ψ 𝒆2 X

𝑃𝐶 = 𝑃𝑃𝑃𝐸,1 + 𝑃𝐻𝑃𝐸,2

mod 𝑃𝑏

mod 𝑃𝑏

𝑃𝐶 , CT
To public, 
including Alice

From Alice

𝒌1 = 𝐻𝑎𝑠ℎ(𝐸), 
Shared secret

Shared key
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Layered ROLLO(1st Submission, 2022, 10)

3. Decapsulation
➢ Obtain the codeword 𝐱𝐜′′ = 𝐱𝐞1 + 𝐲𝐞2mod 𝑃

from 𝑃𝐶 by

❖ 𝑃𝐶
′ = 𝑃𝑂

−1𝑃𝐶 mod 𝑃𝑏

❖ 𝒄′′ = Φ1
−1 𝑃𝐼

−1 Ω 𝑃𝐶
′ mod 𝑃

❖ 𝐱𝒄′′mod 𝑃 = 𝐱𝐞1 + 𝐲𝐞2 mod 𝑃

➢ From 𝐱𝒄′′mod 𝑃, recover the support 𝐸′ by 

the RSR algorithm

- Derive shared key 𝐤𝟐 = 𝐻𝑎𝑠ℎ 𝐸′

𝑃𝐶
′ = 𝑃𝑂

−1𝑃𝐶

𝐜′′ =

Φ1
−1 𝑃𝐼

−1 Ω 𝑃𝐶
′

Alice

𝐱𝒄′′mod 𝑃 =
𝐱𝐞1 + 𝐲𝐞2mod 𝑃

Recover the support 𝐸′

by the RSR algorithm

𝑚𝑜𝑑 𝑃𝑏

𝑚𝑜𝑑 𝑃

𝑚𝑜𝑑 𝑃
𝐱
𝐲

𝑛

𝑏

CT 𝑃𝐶

shared secret
𝐤𝟐 = 𝐻𝑎𝑠ℎ 𝐸′

Recovered 
support 𝐸′

Shared key
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Layered ROLLO(1st Submission, 2022, 10)

• Suggested parameter for the existing ROLLO-I

Name q n m r d b
Sec.

(Conv Gen)
Sec.

(Conv Stru.)
DFR Dec. Comp. pk ct size

ROLLO-I-128 2 83 67 7 8 1 207.648687 155.3233859 -27 20.68079903 696 696

ROLLO-I-192 2 97 79 8 8 1 278.968813 178.7110808 -33 21.30378075 958 958

ROLLO-I-256 2 113 97 9 9 1 383.623107 266.7602754 -32 22.44953785 1371 1371

Name q n m r d' P b
Sec.

(Conv,Gen)
Sec.

(Conv,Stru)
Sec.

(New,Comb)
Sec.

(New, Alge)
DFR Dec. Comp. pk ct size

Existing-128 2 74 67 3 2 47 2 138.826628 63.82662767 59.551085 66.15394273 -31 13.236 1240 620

Existing-192 2 86 79 4 3 39 2 199.190137 110.6901365 106.46009 89.85304835 -31 16.0587 1699 850

Existing-256 2 106 97 5 3 31 2 286.9835 129.4834999 174.65567 116.2798717 -38 16.9987 2571 1286

• Suggested parameter for the existing Layered ROLLO-I
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Jan. 15, 2022

Layered ROLLO(1st Submission, 2022, 10)

• Performance measure: The number of CPU processing cycle for key generation, encapsulation, and 

decapsulation

➢ The proposed KEM have processing cycle reduction by 40-70% for the same security level 

compared to the existing ROLLO-I
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Summary of the first attack (2023.4)

• Two different types of attacks are actually occurred by insufficiently protected polynomial 𝑃𝐸(low-

rank message) and 𝑃𝑃(PK) in the modulus 𝑃𝑏 and thus, we do following:

• As an alternatives for new attacks on Layered ROLLO-I, the modified scheme is proposed with little

performance degradation, but no additional key size.

Comment No. Comments Modification

1.1-1.3 Attacks on 𝐸 over ciphertext
(SL reduction)

Avoiding attack by increasing value of 𝒓
(Blocking the attack or SL enhancement)

1.4 Errors on security analysis
(SL reduction)

Increasing 𝑷𝑰 degrees
(SL enhancement)

2 Direct attack is possible
(broken)

Avoiding attack by using generalized modulus 𝑃 2

(Blocking the attack method)
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Summary of the first attack(2023.4)
1.1 Key recovery instance

➢ Here, 𝐸 is generated from low-rank support. Since the ciphertext can be considered as a syndrome. 

➢ Low-rank property of 𝐸 can be exploited to attack the cryptosystem

𝐻1 𝐻2
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Summary of the first attack(2023.4)

1.2 Combinatorial attack

➢ The attack on the low-rank support 

𝐸 can be performed from the 

existing generic attack on modulus 

𝑃𝑏

➢ Increasing rank distance on 𝐸 can 

protect the security 



Computing and Communication System Lab (CCSL), JBNUComputing and Communication System Lab (CCSL), JBNU

Summary of the first attack(2023.4)
1.3 Algebraic attack

➢ The attack can be performed from the existing 

generic attack on the modulus 𝑃𝑏

➢ Over-determined or super-determined cases are not 

applied for high rank weight 𝑟
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Summary of the first attack(2023.4)
1.4 Structural attacks

➢ Some typo errors from the calculation 

of the security level exists. 

➢ Rearranging the parameters can 

increase the security level. 

➢ For example, increasing the size of 

degree of inner polynomial can 

increase the complexity by the brute-

force algorithm, which increase overall 

performance
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Summary of the first attack(2023.4)
2. Direct attack

➢ After 𝑃 reduction for the inverse operation over 𝑃𝑏 modulus Ψ 𝑃𝐼
−1, the result can 𝑃 reduction.

➢ Solution: The following attack can be avoided by the following method

➢ The problem can be solved by changing the modulus. In specific, we can avoid the direct attack by 

modifying the moduli of 𝑃 and 𝑃𝑏 to those of 𝑃 1 and 𝑃 2
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Improvements on Layered ROLLO(2023.5)
Summary of modification
1. Avoiding attack by using generalized modulus 𝑃 2

2. Increasing rank weight of error vector 𝑟

Key generation Suggest parameter
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Summary of the second attack(2023.9)

Comment No. Comments Modification

1. Improved attack on RSD can r
educe the SL

Rearranging the code parameters 
with the increased 𝒓

2 The scheme can be reduced 
to the initial ROLLO problem

(broken)

Modify the structure of PK and SK, which masks 
𝑷𝑷 polynomials in PK

• Two different types of attacks are efficient by insufficiently protected polynomial 𝑃𝐸(low-rank

message) and 𝑃𝑃(PK) and thus, we do the following:
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Summary of the second attack(2023.9)
1. Improved Attacks on RSD

• By the overdetermined case, the modified 

parameter is still low for obtaining sufficient SL by 

variants on RSD
(e.g 𝑆𝑊 by Wiederman Alg.)

➔ Solution: Increasing 𝑟 more

• Recall that influence on large 𝒓 is relatively small 

because the decryption complexity has a procedure of 

multiplying 𝑃𝑂, and 𝑃𝐼 and recovering s 𝐱 and 𝐲 with 

low rank weight 𝑑.
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Summary of the second attack(2023.9)
2. For the previous direct attack,

➢ By the new modulus 𝑃 1 and 𝑃 2 , the inverse value of 𝑃𝑃
−1𝑃𝐻 mod 𝑃 2 mod 𝑃 1 does not match 

𝐱−𝟏𝐲 mod 𝑃 1

➢ Direct attack can be avoided from this  

𝒙−𝟏𝒚 mod 𝑃(1)

In the first comment in 23/04/10
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Summary of k-PQC forum comments
For a new modification on direct attack

➢ By modification, we showed that

𝑅 = 𝑃𝑃
−1𝑃𝐻

= Ψ 𝑃𝐼
−1 (𝑃𝐼𝐱−𝟏𝐲 mod 𝑃 1 )mod 𝑃 2

does not represent 𝐳 = 𝐱−𝟏𝐲 mod 𝑃 1

directly

➢ However, we have the equation

Ψ 𝑃𝐼 𝑀𝑅mod 𝑃 2 = Ψ 𝐳 mod 𝑃 2

for a matrix 𝑀𝑅

➢ The proposed attack tries to recover the 

unknown from matrix form 𝑀𝑅 by 

using low-degree polynomial 𝑃𝐼 and 𝐳



Computing and Communication System Lab (CCSL), JBNUComputing and Communication System Lab (CCSL), JBNU

Recall: Polynomial Masking Method
• Here, let the polynomial masking be an operation to 𝑃𝑂

′ = 𝑃𝑂
′ + 𝑃𝑁𝑃 1 for a small-degree 

polynomial 𝑃𝑂
′ , small-degree modulus 𝑃 1 , and random polynomial 𝑃𝑁 which was used to hide the 

structure of small structure of codes or scheme(mainly degree) from the PK

• We removed masking in the modified form. However, the related operation are remained as remarks 

in the implementation codes.

Initial Layered-ROLLO-I(22.10.31)
𝑃𝐻 was masked. i.e. 𝑃𝐻 =
𝑃𝑂Ψ 𝐳 → 𝑃𝑂Ψ 𝐳 + 𝑃𝑁𝑃

Modified Layered-ROLLO-I(23.5.19)
Both 𝑃𝑃, 𝑃𝐻 were not masked
(by the guess that coprimality between 
moduli cannot be solved generally..)
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Improvements on Layered ROLLO(2023.9)
Summary of modification

1. Rearranging the code parameters with the increased 𝑟

2. Modify the structure of PK and SK, which consider 𝑃 1 as SK and 

masks 𝑃𝑃 polynomial in PK

Suggest parameter
Key generation
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Summary of the third and fourth 
attack(2023.10)

• Fourth attacks by combining three linear equations by each PK and CT

Comment No. Comments Modification

1. new attacks by fixed 
nonzero location on 𝑃𝐸,1,𝑃𝐸,2

Polynomial masking on 𝐶𝑇
Setting the different degrees on 𝑃𝐸,1 and  

Comment No. Comments Modification

1. New attacks by combining t
hree linear equations by ea

ch PK and CT

Modifying the code parameter of LROLLO-128 and 
LROLLO-192 where the proposed attack is not 

applied

• Third attacks are based on the fixed location of error polynomial 𝑃𝐸,1 and 𝑃𝐸,2 on the ciphertext
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𝑛 2 ≥ 2𝑛 1 + 𝑛𝑁

𝑃𝐶

𝑃𝑃 = Ψ(𝑃𝐼) + 𝑃𝑁,𝐴𝑃 1

×𝑃𝑂

Ψ 𝐳 𝑋1

𝑃𝑃𝑃𝐸,1 =

𝑃𝐻 𝑃𝐸,2 =
×𝑃𝑂

𝑛 1 + 𝑛𝑁
𝑛𝐸

＋
𝑛 1 𝑛𝐸

𝑃𝐸,1

＝
𝑛 1 𝑛𝐸

𝑛𝑁

＋

＝
The attacker can exploit the 

location from the equation 

𝑃𝐻
−1𝑃𝐶 = 𝑃𝑃𝑃𝐻

−1𝑃𝐸,1 + 𝑃𝐸,2

and Prange algorithm

Summary of the third attack(2023.10)

×𝑃𝑂

Masked part

𝑃𝐸,2

＝
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Improvements on Layered ROLLO(2023.10)
Summary of modification

1. Adding a new public key 𝑃𝐵 = 𝑃𝑁,𝐵𝑃 1 , which is used for generating CT in encapuslation.
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Summary of the fourth attack(2023.10)

𝐜1 = 𝑃𝑃
−1𝑃𝐶

𝐜2 = 𝑃𝐻
−1𝑃𝐶

𝐜3 = 𝑃𝐵
−1𝑃𝐶

𝑛 2 − 𝑛 1 − 𝑛𝑁,𝐴 unknowns

𝑛 2 − 𝑛 1 − 𝑛𝑁,𝐴 unknowns

𝑛 2 − 𝑛 1 − 𝑛𝑁,𝐴 unknowns

From the linear combinations between 

the three CT, 𝐜1, 𝐜2, 𝐜3.
• The attacker may make a three 

overdetermined equations with unknowns  

3 𝑛 2 − 𝑛 1 − 𝑛𝑁,𝐴 and constraints 

3 𝑛 1 + 𝑛𝑁,𝐴 .

• Actually, CT has at most 𝑛 2  linearly 

independent equations and thus, the 

equation is determined when 3൫

൯

𝑛 2 −

𝑛 1 − 𝑛𝑁,𝐴 < 𝑛 2

• Otherwise, the attack should require an 

additional complexity by guessing if 

3 𝑛 2 − 𝑛 1 − 𝑛𝑁,𝐴 > 𝑛 2

𝑛 1 + 𝑛𝑁,𝐴 constraints

𝑛 1 + 𝑛𝑁,𝐴 constraints

𝑛 1 + 𝑛𝑁,𝐴 constraints

Linear 
combinations
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Improvements on Layered ROLLO(2023.11)

• Suggested parameter for the new Layered ROLLO-I(2023.11), 

Name q 𝒏 𝟏 𝒏 𝟐 𝒏𝑵,𝑨 m r d
SL

(𝑺𝑹)
SL.

(𝑺𝑫𝟏)
SL.

(𝑺𝑫𝟐)
SL.

(𝑺𝑫𝟑)
DFR Pk size ct size

New-128 2 37 71 4 67 7 2 154.6 469 1943 1072 -23 1755 585

New-192 2 43 83 4 79 9 2 199.68 553 2765 1738 -25 2460 820

New-256 2 53 103 4 97 12 2 273.4 679 4365 3104 -29 3750 1250

Summary of modification

• Size of 𝑛 2  is increased in order to prevent the fourth attack (for LROLLO-128 and LROLLO-192)

• KEM scheme and parameters of LROLLO-256 are unchanged
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New Layered ROLLO-I: Major notation

𝐱

𝐲

𝑛 2SK

𝑃𝐼

𝑃𝑂

𝑛 1

Low-rank 
polynomial 𝐹

Random 
polynomials

𝑛 1

Alice

𝑃𝑁,𝐴

𝑛𝑁,𝐴

PK

𝑃𝐻 = 𝑃𝑂 Ψ 𝐳 𝑋1  mod 𝑃 2

𝑃𝑃 = 𝑃𝑂(Ψ(𝑃𝐼) + 𝑃𝑁,𝐴𝑃 1 ) mod 𝑃 2

𝑛 2 𝑛 2

Bob

𝑃𝐶 = 𝑃𝑃𝑃𝐸,1

+𝑃𝐻𝑃𝐸,2 + 𝑃𝑁,𝐶𝑃𝐵mod 𝑃 2

𝑛 2

Key generation

𝑃𝑁,𝐶

Random 
polynomials

CT

𝐞𝟏

𝐞𝟐

≤ ൫

൯

𝑛 2 − 𝑛 1

− 𝑛𝑁,𝐴

Low-rank 
polynomial 𝐸

Encapsulation

PK

𝑃𝑁,𝐵

𝑛𝑁,𝐵

𝑃𝐵 = 𝑃𝑂𝑃𝑁,𝐵𝑃 1 mod 𝑃 2

𝑛 2

≤ ൫

൯

𝑛 2 − 𝑛 1

− 𝑛𝑁,𝐴

Inner
modulus

𝑃 1

𝑛 1
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New Layered ROLLO-I: Procedures
1. Key generation

➢ Select two 𝑛 1 -degree and 𝑛 2 -degree primitive 

polynomials 𝑃(1), and 𝑃(2)

➢ Generate two random vectors 𝐱 and 𝐲 from the low-

rank 𝔽𝑞-subspace 𝐹 ∈ 𝔽𝑞𝑚
𝑛 1

with rank weight 𝑑

➢ Generate 𝑛 1 -degree, 𝑛𝑁,𝐴 -degree, 𝑛𝑁,𝐵 = 𝑛𝑁,𝐴 -

degree and 𝑛 2 -degree random polynomials 𝑃𝐼 , 𝑃𝑁,𝐴,

𝑃𝑁,𝐵 , 𝑃𝑂

➢ Generate 𝐳 and 𝑃𝐻 as
❖ 𝐳 = 𝑃𝐼𝐱−𝟏𝐲 mod 𝑃 1

❖ 𝑃𝐻 = 𝑃𝑂Ψ 𝐳 𝑋1 mod 𝑃 2

➢ Finally, construct SK and PK as
❖ PK: 𝑃𝐻, 𝑃𝑃 = 𝑃𝑂 Ψ(𝑃𝐼 + 𝑃𝑁,𝐴𝑃 1 )mod 𝑃 2 , 𝑃𝐵 = 𝑃𝑂𝑃𝑁,𝐵𝑃 1

(NOTE: We use an additional key size by 𝑃𝑃, which amounts 

to 
𝑛log2 𝑚

8
[Byte])

❖ SK: 𝐱 , 𝐲, 𝑃𝑂, 𝑃𝐼, and 𝑃 1

𝐱
𝐲

𝐳 = 𝑃𝐼𝐱−𝟏𝐲

𝑃𝐻 = 𝑃𝑂 Ψ 𝐳 𝑋1  

𝑃𝑃 = 𝑃𝑂(Ψ(𝑃𝐼) + 𝑃𝑁,𝐴𝑃 1 )

𝑃𝐵 = 𝑃𝑂𝑃𝑁,𝐵𝑃 1

𝑛 2

mod 𝑃(1)

mod 𝑃(2)

𝑃𝐻 , 𝑃𝑃

SK

𝑃𝐼

𝑃𝑂

mod 𝑃(2)

𝑛 1

𝑛 1

Low-rank 
polynomial 𝐹

Random 
polynomials

To public, 
including Bob

mod 𝑃(2)

𝑛𝑁,𝐴

𝑃𝑁,𝐴

𝑛𝑁,𝐴

𝑃𝑁,𝐵
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New Layered ROLLO-I: Procedures
2. Encapsulation

➢ Generate low-rank 𝔽𝑞-subspace 𝐸 ∈

𝔽𝑞𝑚
𝑛 2

with rank weight 𝑟 with the last 

𝑛 2 − 𝑛 1 + 𝑛𝑁,𝐴 nonzero elements
➢ Generate two error vectors 𝒆1, 𝒆2 ∈ 𝐸 and 

corresponding 𝑛 2 − 𝑛 1 − 𝑛𝑁,𝐴 -degree 

polynomials
➢ 𝑃𝐸,1 = 𝐞1(𝑋2) and 𝑃𝐸,2 = 𝐞2(𝑋2)

➢ Obtain CT polynomial 𝑃𝐶 as
𝑃𝐶 = 𝑃𝑃𝑃𝐸,1 + 𝑃𝐻𝑃𝐸,2 + 𝑃𝑁,𝐶𝑃𝐵 mod 𝑃(2) for (𝑛 2 −

𝑛 1 − 𝑛𝑁,𝐴) −degree polynomials 𝑃𝑁,𝐶

➢ Obtain 𝐤1 = 𝐻𝑎𝑠ℎ 𝐸  to have a shared 
secret (SS)

𝐞𝟏

𝐞𝟐

≤ 𝑛 1 + 𝑛𝑁,𝐶 − 𝑛𝑁,𝐴

Low-rank 
polynomial 𝐸

𝑃𝑃

𝑛 2

𝑃𝐻

Public key

𝑃𝐸,1 = 𝒆1 X2 , 𝑃𝐸,2 = 𝒆2 X2
𝑃𝐶 = 𝑃𝑃𝑃𝐸,1 + 𝑃𝐻𝑃𝐸,2 + 𝑃𝑁,𝐶𝑃𝐵

mod 𝑃(2)

mod 𝑃(2)

𝑃𝐶 , CT
To public, 
including Alice

From Alice

𝒌1 = 𝐻𝑎𝑠ℎ(𝐸), 
Shared secret

Shared key

≤ 𝑛 1
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New Layered ROLLO-I: Procedures

3. Decapsulation
➢ Obtain the codeword 𝐱𝐜′′ = 𝐱𝐞1 +

𝐲𝐞2mod 𝑃 1 from 𝑃𝐶 by

❖ 𝒄′ = Φ2
−1(𝑃𝑂

−1(𝑃𝐶)) mod 𝑃 2

❖ 𝒄′′ = Φ1
−1 𝑃𝐼

−1 𝒄′ mod 𝑃 1

❖ 𝐱𝒄′′ mod 𝑃 1 = 𝐱𝐞1 + 𝐲𝐞2 mod 𝑃 1

➢ From 𝐱𝒄′′mod 𝑃 1 , recover the support 𝐸′

by the RSR algorithm
- Derive shared key 𝐤𝟐 = 𝐻𝑎𝑠ℎ 𝐸′

𝒄′ = Φ2
−1(𝑃𝑂

−1(𝑃𝐶))

Alice

𝐱𝒄′′ = 𝐱𝐞1 + 𝐲𝐞2

Recover the support 𝐸′

by the RSR algorithm

mod 𝑃(2)

mod 𝑃 1

mod 𝑃 1

𝐱
𝐲

𝑛 1

CT 𝑃𝐶

shared secret
𝐤𝟐 = 𝐻𝑎𝑠ℎ 𝐸′

Recovered 
support 𝐸′

Shared key

𝐜′′ = Φ1
−1 𝑃𝐼

−1 𝒄′
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Security Analysis for new-LROLLO
In summary, the new attack scenarios have SL either of

1) Generic attacks by rank support decoding 𝑆𝑅 (by the first and second attacks)
2) The first direct attack 𝑆𝐷1 (Using two PKs, 𝑃𝐻 , 𝑃𝑃 , and other pairs, by the second attacks)

𝑆𝐷1 = 𝑂 𝑞(2𝑛 1 −𝑛 2 +𝑛𝑁,𝐴)𝑚

3) Second direct attack 𝑆𝑅(Using two PKs (𝑃𝐻 , 𝑃𝑃 and other pairs) and CT(𝑃𝐶), by the third 
attacks)

S𝐷2 = 𝑂 𝑞(𝑛 2 −𝑛 1 −𝑛𝑁,𝐴−1)𝑚

4) Third direct attack(Using three PKs and CT, 𝑃𝐻 , 𝑃𝑃 , 𝑃𝐵 and CT(𝑃𝐶), by the fourth attacks)

𝑆𝐷3 = 𝑂 𝑞 3 𝑛 2 −𝑛 1 −𝑛𝑁,𝐴−1 −𝑛 2 𝑚
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New Suggested Parameters
• Suggested parameter for the existing ROLLO-I

Name q n m r d
SL

(Conv. Gen)
SL

(Conv. Stru.)
DFR Pk size ct size

ROLLO-I-128 2 83 67 7 8 207.648687 155.3233859 -27 696 696

ROLLO-I-192 2 97 79 8 8 278.968813 178.7110808 -33 958 958

ROLLO-I-256 2 113 97 9 9 383.623107 266.7602754 -32 1371 1371

• Suggested parameter for the new Layered ROLLO-I(2023.11), 

Name q 𝒏 𝟏 𝒏 𝟐 𝒏𝑵,𝑨 m r d
SL

(𝑺𝑹)
SL.

(𝑺𝑫𝟏)
SL.

(𝑺𝑫𝟐)
SL.

(𝑺𝑫𝟑)
DFR Pk size ct size

New-128 2 37 71 4 67 7 2 154.6 469 1943 1072 -23 1755 585

New-192 2 43 83 4 79 9 2 199.68 553 2765 1738 -25 2460 820

New-256 2 53 103 4 97 12 2 273.4 679 4365 3104 -29 3750 1250

• Suggested parameter for the first submission(2022.10)

Name q 𝒏 𝟏 𝒏 𝟐 𝒏𝑵 𝒏𝑰 m r d
SL.
(𝑺𝑹)

SL.
(𝑺𝑪)

DFR Pk size ct size

LROLLO-128 2 37 74 N.A. 2 67 2 2 27.89 Broken -31 1240 620

LROLLO-192 2 43 86 N.A. 2 79 3 2 42.38 Broken -35 1857 979

LROLLO-256 2 53 106 N.A 2 97 3 2 44.37 Broken -38 2571 1286

• From the larger  𝑛 2 , the PK and CT size becomes larger than the first submission.
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Code performance analysis
• Performance measure: The number of CPU processing cycle for key generation, 

encapsulation, and decapsulation on the simulation environments on CPU
➢ CPU: Intel(R) Xeon(R) w7-3465X, 256GB, x4 4800GB/s, Hynix DDR5

Instance Key generation Encapsulation Decapsulation Total

ROLLO-I-128 2,331,728 327,392 4,737,172 7,396,292

ROLLO-I-192 2,537,876 546,316 6,248,864 9,333,056

ROLLO-I-256 3,436,412 428,696 10,493,536 14,358,644

New-128 1,417,548 495,412 2,440,012 4,352,972

New-192 1,848,076 823,500 2,789,864 5,461,440

New-256 2,224,488 767,080 4,263,728 7,255,296
30-50% 
cycle 
reduction
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On the implementation of modulus 𝑃 1 operation
• From the key generation phase, the inner modulus 

polynomial 𝑃 1 is classified as a class of SK, which can be 
a fixed or random value for each KEM operation.

• Note that the corresponding SL can be lowered from the 

low-degree polynomial 
𝑃𝐵

𝑃 1 when modulus polynomial 𝑃 1

can be found by attacker.
• For the fixed case, a new attack for recovering 𝑃 1 can be 

devised by collecting prior PKs or CTs and thus, using 

random values for 𝑃 1 is desirable for security.

• Still, 𝑃 1 in the corresponding C code is implemented as 
a fixed polynomial, which follows the initial source code 
RBC(Rank-based cryptography) in the ROLLO-I.

• We are trying to modify it with minimizing the additional 
processing speed (i.e. processing cycle) until the end of 
2nd submission. There seems to be some options to be 
applied for performance optimization. 

List of fixed primitive polynomial in the 
implementation codes
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Further Information
• KPQC Hompage: https://kpqc.or.kr/competition.html(Documents and source code for 1 round submission)
• Cryptography Arxiv: Layered ROLLO-I: Faster rank-metric code-based KEM using ideal LRPC codes (iacr.org)
• Kpqc-Bulletin: https://groups.google.com/g/kpqc-bulletin/
• Layered-ROLLO-I Homepage(https://sites.google.com/view/ccsl-jbnu/research/layered-rollo) 

or contact me (carisis@jbnu.ac.kr)

https://eprint.iacr.org/2022/1572
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Thank you

Computing and Communication System Lab (CCSL), JBNU
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Preliminaries: Polynomial Ring Arithmetic
• Polynomial (quotient) ring Τ𝔽𝑞𝑚 𝑋 < 𝑃 >
➢ For positive integer 𝑛, 𝑚, and 𝑞
➢ Suppose a 𝑛-degree (primitive) polynomial 𝑃 over binary field,
➢ From 𝑛-length vector 𝐩′ = 𝑝1, … 𝑝𝑛 , where 𝑝𝑖 are elements of field 𝔽𝑞𝑚 we 

have the maps Φ and Φ−1 satisfying

𝑃′ 𝑋 = ෍
𝑖=0

𝑛−1

𝑝𝑖 mod 𝑃 ∈ Τ𝔽𝑞𝑚
𝑛 𝑋 < 𝑃 >

Φ

Φ−1

𝐩′ = 𝑝1, … 𝑝𝑛
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Preliminaries: Polynomial Ring Arithmetic
• Polynomial ring notations for two different moduli
➢ We use 𝑃 and 𝑃𝑏 for the moduli of polynomial moduli, where 𝑃 is a 

𝑛

𝑏
-degree 

primitive polynomial for positive integer 𝑏. Then, we have

𝑃1 𝑋 = ෍
𝑖=0

𝑛
𝑏−1

𝑝𝑖 mod 𝑃 ∈ Τ𝔽𝑞𝑚 𝑋 < 𝑃 >

Φ1

Φ1
−1

𝐩1 = 𝑝1, … , 𝑝𝑛
𝑏

𝑃2 𝑋 = ෍
𝑖=0

𝑛−1

𝑝𝑖 mod 𝑃𝑏 ∈ Τ𝔽𝑞𝑚 𝑋 < 𝑃𝑏 >

Φ2

Φ2
−1

𝐩2 = 𝑝1, … , 𝑝𝑛
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Preliminaries: Polynomial Ring Arithmetic
• Multiplication notations

➢ For vectors 𝐮, 𝐮′ ∈ 𝔽
𝑞𝑚

𝑛

𝑏 , polynomial 𝑃1 ∈ Τ𝔽𝑞𝑚 𝑋 < 𝑃 >, and map Φ1, we have

𝐮𝐮′ mod P = Φ1
−1(Φ1(𝐮)Φ1(𝐮′)) = σ

𝑖=0

𝑛

𝑏
−1

σ𝑗=0
𝑖 𝑢𝑖−𝑗𝑢𝑗

′ 𝑋1
𝑖𝑚𝑜𝑑 𝑃

𝑃1𝐮′ mod P = Φ1
−1(𝑃1Φ1(𝐮′)) = σ

𝑖=0

𝑛

𝑏
−1

𝑃1𝑢𝑖 𝑋1
𝑖𝑚𝑜𝑑 𝑃

Vector-vector multiplication

Polynomial-vector multiplication
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Preliminaries: Polynomial Ring Arithmetic
• Conversion maps between two moduli
➢ For the conversion, we use the two maps Ψ and Ω as

𝑃1 = ෍
𝑖=0

𝑛
𝑏−1

𝑝𝑖 mod 𝑃 ∈ Τ𝔽𝑞𝑚 𝑋 < 𝑃 >

Ψ 𝑃1 = ෍
𝑖=0

𝑛
𝑏−1

𝑝𝑖 mod 𝑃 ∈ Τ𝔽𝑞𝑚 𝑋 < 𝑃𝑏 >

Ψ

𝑃2 = ෍
𝑖=0

𝑛−1

𝑝𝑖 mod 𝑃 ∈ Τ𝔽𝑞𝑚 𝑋 < 𝑃𝑏 >

Ω

Ω 𝑃2 = ෍
𝑖=0

𝑛−1

𝑝𝑖 mod 𝑃 ∈ Τ𝔽𝑞𝑚 𝑋 < 𝑃 >
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Preliminaries: Polynomial Ring Arithmetic
• Equivalent circulant matrix conversion
➢ 𝑛-tuple vector 𝐯(or polynomial 𝐯(X)) can be converted into the circulant matrix
➢ The vector from vector-vector multiplication 𝐮𝐮′mod 𝑃 is equal to that from 

matrix-vector multiplication of 𝐮ℐ 𝐮′ orℐ(𝐮)𝐮′

ℐ 𝐯 =

𝐯
𝑋𝐯 mod 𝑃

…
𝑋𝑛−1𝐯 mod 𝑃

⊤
ℐ

ℐ −1

𝐯 = 𝑣1, 𝑣2, … , 𝑣𝑛
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Preliminaries: Polynomial Ring Arithmetic
• Some useful properties: Proposition 1
➢ If σ𝑖∈ 𝐼 deg 𝐮𝑖 𝑋1 < 𝑛 for integer set 𝐼, we have

ෑ
𝑖∈ 𝐼

𝐮𝑖 𝑋1 mod 𝑃 = Ω ෑ
𝑖∈ 𝐼

Ψ 𝐮𝑖 𝑋1 mod 𝑃𝑏

• Proof sketch) From ς𝑖∈ 𝐼 Ψ 𝐮𝑖 𝑋1 mod 𝑃𝑏, the polynomial reduction is not 

occurred by 𝑃𝑏 if σ𝑖∈ 𝐼 deg 𝐮𝑖 𝑋1 < 𝑛. Therefore, it returns the same results 
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Preliminaries: Hamming metric and codes
• Hamming weight of vector wt𝐻 𝐯 or 𝐯 : Defined as the number of nonzero 

elements for 𝑛-tuple vector 𝐯 = 𝑣1, 𝑣2, … , 𝑣𝑛 ∈ 𝔽𝑞𝑚
𝑛

• 𝑛, 𝑘 𝔽𝑞𝑚 −linear codes: 𝔽𝑞𝑚 −linear code 𝐶 is defined by subset with 𝑞𝑘-

cardinality consisting of 𝑛-tuple vectors 𝐜𝑖 in 𝐶 = 𝐜1, 𝐜2, … , 𝐜𝑞𝑘 ⊂ 𝔽𝑞𝑚
𝑛

• Minimum Hamming weight wt𝐻 𝐶 of 𝔽𝑞𝑚 −linear code 𝐶: For a codeword 𝐜𝑖, 

wt𝐻 𝐶 = min
𝐜𝑖⊂𝐶

wt 𝐜𝑖

• 𝑛, 𝑘, 𝑑 𝔽𝑞𝑚 −linear codes: 𝑛, 𝑘, 𝑑 𝔽𝑞𝑚 −linear code 𝐶 is defined by 𝑛, 𝑘

𝔽𝑞𝑚 −linear codes with minimum Hamming weight w𝐻 𝐶 = 𝑑
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