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State-of-art TiGER

Table 2. Compared to other schemes.

Threshold : 1,442B (IKEv2)
TIGER256 : ctx =1,408B

Easy Migration

Schomes Size (bytes) Security | DFP Performance (cycle ratio)
sk bandwidth | (core-SVP) (log) Total | Key. | Enc. | Dec.
NIST Security Level 1 (AES128)
TiGER128 | 134 1,120 127 -132 1 1 1 1
Kvberb12 | 1,632 1,568 118 -139 2.34 1.65 | 2.34 | 3.13
LightSaber | 832 1,408 118 -120 1.30 1.12 | 1.34 | 1.49
LightSable | 800 1,230 114 -139 1.22 1.01 | 1.23 | 1.45
Smangl28 176 1.344 120 -120 1.26 1.44 1.23 1.09
NIST Security Level 3 (AES192)
TiGER192 | 178 2,208 221 -187 1 1 1 1
Kyber768 | 2400 2,272 183 -164 2.51 2.34 | 2.25 | 2.92
Saber 1248 2,080 189 -136 1.57 1.59 1.47 1.66
Sable 1152 1.920 185 -143 1.46 1.46 1.35 1.58
Smaugl92 | 236 2,112 181 -136 1.30 1.74 | 1.11 | 1.11
NIST Security Level 5 (AES256)
TiGER256 | 263 2,336 257 -163 1 1 1 1
Kyvberl024 | 3,168 3,136 2506 -174 2.88 3.23 | 2.51 | 3.02
FireSaber | 1,664 2,784 260 -165 1.94 2.26 | 1.77 | 1.90
FireSable | 1,632 2,688 223 =208 1.82 2.10 1.66 1.79
Smanug256 | 218 3.264 2064 -167 1.71 2.49 | 1.45 | 1.43

Optimized 128, 256bit

Smallest, Fastest and Safety
For Lightweight : TIGER128
For National Security : TIGER256



Updates on TiGER

Parameters and algorithms

® Against Meet-LWE attack (22.12.28., D.J. Bernstein / 23.7.9., Joohee Lee)

Table 1: The detail parameters for each security level

parameters | security level | n q p | ki kol hs | he Vhe| d | f Meet—l_WERep—2
TIGER128 | AES128 [ 512 [256[128] 64 [64 | 160 [ 128 |32 [128] 3]  iccmion. timee 167.0 = 141.7 ¢ 254 nonory= 1417 with (11, 0. 2. 0)
: I iGER192: time= 170.1 = 1411 + 29.0, memory= 141.1 with (8, 0, 1, 0)}
TiGER192 AES192 10241256 | 64 64 4 84 B4 |841256 | 5 TiGERZ56: time= 298.5 = 258.1 + 40.4, memory= 258.1 with (16, 0, 3, 0)
TiGER256 AES256 1024 | 256 | 128 | 128 | 4 J198 | 198 | 32 | 256 | 5
} . Table 6. Compulational complexily of best known allacks
Table 1: The detail parameters for each security level
parameters n q D kl kﬂ hs hr hel heﬂ d f Schemes TiGER128 TiGER192 TiGER256
. Securily level 1 3 5
TiGER128 | 512 | 256 | 128 | 128 | 8 | 104 | 104 | 32 | 32 | 128 | 3 Ouantum Coro-SUD T 210 0
TiGER192 | 1024 | 256 | 128 | 128 | 8 | 116 | 116 | 32 | 32 | 256 | 5 Classical Core-SVP 127 221 9257
TiGER256 | 1024 | 256 | 128 | 256 | 8 | 184 | 184 | 256 | 32 | 256 | 5 MATZOV 145 235 273
Moo LWE 141 207 201
o (mem.) 123 (mem.) 152 (mem.) 250




Updates on TiGER

Parameters and algorithms

® Corrected error in the DFP calculation formula. (23.8.4., Seungwoo Lee)

1 —Pr[|—q/2] < f < |q/2]]

¥

L— Prll-a/2] < £ + £ < /2]

Table 2: Size of pk, sk, and ciphertext (hytes)

parameters | Ciphertext | Public key | Secret key*
TiGER128 768 480 528
TiGER192 1,024 800 1,056
TiGER256 1,152 028 1,056

Table 2: Size of pk, sk, and ciphertext (bytes)

parameters | Ciphertext | Public key | Secret key
TiGER128 640 480 134
TiGER192 1,280 028 178
TiGER256 1,408 028 263

Table 3: Decryption failure rate

*

parameters | Bit error rate | Decryption failure rate | f
TiGER128 9-30.95 9-128 3
TiGER192 92419 g~ 1t 5
TiGER256 9—31.80 9-200 5

"Let f be the bit length to be corrected by using the XE{.

Table 3: Decryption failure rate

parameters | Bit error rate | Decryption failure rate | f
TiGER128 2—41.06 2—132.86 3
TiGER192 | 270 9~ 18710 5
TiGER256 9902 g~ 1634 5

" Let f be the bit length to be corrected by using the XE{.




Updates on TiGER

Parameters and algorithms

® To prevent multi-target attacks
» Algorithm 5 and Algorithm 6 add H(pk) to the input coins for encryption.

» in Algorithm 6 for generating a shared key, H(c) is input instead of ciphertext c.

Algorithm 5 IND-CCA-KEM.Encapsulation

Input: pk
Output: Ciphertext ¢ = (c1 || c2), Shared Key K
1: 6 <& {0,1}4

2: ¢ := IND-CPA.Encryption(pk, § § H(9))
3: K+ Gle, 9)

4: return c, K

Algorithm 5 IND-CCA-KEM.Encapsulation

Input: pk
Output: Ciphertext ¢ = (c1 || c2), Shared Key K
1: 6 & {0,1}4

2: ¢ := IND-CPA.Encryption(pk, § § H(d, H(pk))
3: K+ G(H(c), 9)

4: return c, K

Algorithm 6 IND-CCA-KEM.Decapsulation

Input: pk, sk, Ciphertext c
Output: Shared Key K

1: s, u < Parsing(sk)

2: ¢ := IND-CPA.Decryption(s,c)

3: ¢ := IND-CPA.Encrypatian(pk, 6 ; H(6
4: ifczEthenK(— else K «+
5.

: return K

Algorithm 6 IND-CCA-KEM.Decapsulation

Input: pk, sk, Ciphertext c
Output: Shared Key K

1: s,u < Parsing(sk)

2: ¢ := IND-CPA.Decryption(s, c)

3: ¢ := IND-CPA.Encrypidankaled : H (5, H gl
4: if ¢ = ¢ then K + G(H(c),d)else K <{G(H (c),

5 return K
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To prevent side-channel attacks

® Constant-time implementation

» Removed conditional statements from HWT function

while Chw < HE) {
sk_random_idx = tmp_s[count++]:
sk_random_idx === 8
sk_random_idx "= tmp_s[count++].
i M- 1

if (sklsk_random_idxz] == 0} {

sklsk_random_ids] = (tmp_s[count++] & Ox02) - 1.

Fi++

if {oklsk_random_idx]==0x01 M sk_slneg_start++] = sk_random_ids« }

if Csklsk_random_idx]==0xff }{sk_s[--back_position] = sk_random_ids=}
¥

T rCount = Mol o1,
shake256{tmp_s, HS+4, tmp_s, HS+4);
printfi "Make the tmp_s. #n" N
count =

while {hw = Hz) {
sk_random_idx = tmp_s[count++];
sk_random_ids === 8
sk_random_idx = tmp_s[count++];

ts = (sk_random_ids & 0Ox02) - 1:

sk_randam_ ids === 2
sk_random_idx &= (LWE_M - 1]}

unsigned char condition = {unsigned charJi{sk_t[sk_random_idx:]
unsigned char increment condition & (ts != 0N

sk_tlsk_random_idx=] += increment:
sk_tlsk_random_idx] -= {condition & (ts == Oxffa)N

hw += increment:

sk_s[nea_start] = sk_random_id::
sk_slback_position - 1] = sk_random_id::
nea_start += condition & (ts == 0x012
back_position —-= condition & (ts == 0Oxff )

S8 Constant-time replacement for the side-channel {(rejection samplingl

0

4 Re-seed if needed

if fcount == Hz + 3 - 31 {
shakeZbGltmp_s, HZ * 3. tmp_s. HZ + 3N
printf{"Re-seeding tmp_s.#n" X
count = 0




Updates on TiGER

To prevent side-channel attacks

® Power Analysis

» D2 encoding compensates for the vulnerability of the mask variable to power analysis

due to the Hamming weight difference (0 or -1).

Forf i=0; i <HEZZAGE_LEN#*2; i++] for(i = 00 0 < MESSAGE_LEM = 20 i++]) {
i Forfi =00 j = 82 j++) 4

tract the i-th bit of M3 batlil and adjust to O or 1
unsigned int mask = (M3G_hat[i] == j) & 1. I

A& Multiply by Modulous_0 # 2 for constant time operation
Pt i i i i or Modulus_0 & 2

For(j=0; j<g; j++)
{

mask = -{(MSG_hat[i] == j)&i W .
cel8+i+]] = mask & (Hodulus_072 ),
C2[B+i+i+LWE_M/2] = mask & (Modulus_0/20

} mask = {mask + (Modulus_0 / 233 & (Modulus_0 /7 23

}

A&oapply mask to c2
c2[8 + i + j] = mask:
c2[8 + i + | + LWE_N / 2] = mask:




Updates on TiGER

Minor changes

® Changed the shared key (K) size in TIGER128 from 128 bits to 256 bits.
(Influenced by recently released FIPS-203(draft))

® Fixed public key and ciphertext size inconsistencies between the specification
document v2.0 and the reference implementation of ciphertext and public key.

(Resolving data type differences through bit/byte conversion encoding)

® We modified the index storage implementation of the secret key (SK) according to the
documentation to significantly reduce the size of the SK and simplify the decapsulation
operation.

@It has been updated based on Professor Seo Hwa-jeong's KPQClean project to enable
easy comparison with other algorithm codes.



Future Research

Remove the re-seeding in HWT function

® Don’t Reject This: Key-Recovery Timing Attacks Due to Rejection-Sampling in HQC and BIKE(TCHES22).

Reduce the message size on TIGER192 (256bit - 192bit)

® FIPS 203(draft), the security strengths of the RBG are 128, 192, and 256bits, respectively.

Therefore, there is no benefit to security even if the message size is fixed to 256 bits.

Randomness generation. Three algorithms in this standard require the generation of randomness: If the message size is 192 bits,
K-PKE.KeyGen, ML-KEM.KeyGen, and ML-KEM.Encaps. In pseudocode, the step in which the error correction bits can be Changed from 5 to 6 bits

this randomness is generated is denoted by a pseudocode statement of the form m «-- B*2, A fresh . . '
string of random bytes must be generated for every such invocation. These random bytes shall it is expected that the size of ctx can be reduced by 128B.

be generated using an approved RBG, as prescribed in NIST SP 800-90A, NIST SP800-90B,  As a result, overfitted TIGER192 can be optimized.
and NIST 5P 800-90C [15, 16, 17]. Moreover, the RBG used shall have a security strength of at

i . . Size (bytes) Security DFP
least 128 buts for ML-KEM-512, at least 192 bits for ML-KEM-768, and at least 256 bits for Schemes - p .
sk bandwidth | (core-SvVEP) (fog)
ML-KEM-1024. =
TiGER192 | 178 2,208 221 187 I
Kyvber7os 2400 2,272 183 -164
Saber 1248 2,050 1539 -1306
Sable 1152 1.920 155 -143
Smaugl92 236 2.112 151 -130
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THANK YOU!
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