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SMAUG
LWE/LWR

TiGER
NTRU variants NTRU+
LRPC code Layered ROLLO-l
Binary Goppa code PALOMA
Gabidulin code REDOG

IPCC

NCC-Sign
LWE/LWR
HAETAE
SOLMAE
lattice based- NTRU variants
Peregrine
GCK variants GCKSign

code based- Reed-Muller Code Enhanced pgsigRM

BN++ ZKP(MPCitHEAD) based-

AIMER

isogeny based- FIBS

multivariate based- MQ-Sign




(SCA, Side Channel Analysis)
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systems based on KeeLog RFID technology (IMG:J.Anderson)

I Researchers from Ruhr University Bochum, Germany, have cracked the security on keyless entry
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ARTIFICIAL INTELLIGENCE

Al Helps Crack NIST-Recommended Post-Quantum
Encryption Algorithm

The CRYSTALS-Kyber public-key encryption and key encapsulation mechanism recommended by NIST for post-quantum cryptography has been
broken using Al combined with side channel attacks.

.;s By Kevin Townsend n a a ﬂ

February 21,2023

TRENDING

Okta Hack Blamed on Employee Using
Personal Google Account on Company
Laptop

Mortgage Giant Mr. Cooper Shuts Down
Systems Following Cyberattack

Cyb k Disrupts Ace Hard
Operations

Atlassian Issues Second Warning on
Potential Exploitation of Critical Confluence
Flaw

Cisco Finds Second Zero-Day as Number of
Hacked Devices Apparently Drops

In Other News: Airport Taxi Hacking, Post-
Quantum Crypto Guidance, Stanford Breach

‘Looney Tunables' Glibc Vulnerability
Exploited in Cloud Attacks

Industry Reactions to SEC Charging
The CRYSTALS-Kyber public-key encryption and key encapsulation mechanism SolarWinds and Its CISO: Feedback Friday
recommended by NIST in July 2022 for post-quantum cryptography has been broken.
Researchers from the KTH Royal Institute of Technology, Stockholm, Sweden, used
recursive training Al combined with side channel attacks.
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The CRYSTALS-Kyber public-key encryption and key encapsulation mechanism

recommended by NIST in July 2022 for post-quantum cryptography has been broken.

Researchers from the KTH Royal Institute of Technology, Stockholm, Sweden, used
recursive training Al combined with side channel attacks.
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Okta Hack Blamed on Employee Using
Personal Google Account on Company

Mortgage Giant Mr. Cooper Shuts Down
Systems Following Cyberattack
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Atlassian Issues Second Warning on
Potential Exploitation of Critical Confluence

Cisco Finds Second Zero-Day as Number of
Hacked Devices Apparently Drops

In Other News: Airport Taxi Hacking, Post-
Quantum Crypto Guidance, Stanford Breach

‘Looney Tunables' Glibc Vulnerability
Exploited in Cloud Attacks
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+ NISTE BZS} 5! AIRHEE| MY 7|E0 2 HaY 2 XIS KA NISTOIN BES pac B7H 712 EA

Submission Requirements and Evaluation Criteria
for the Post-Quantum Cryptography Standardization Process

THE SELECTION CRITERIA ~ MSTold 858 pac

M 1| Submitters can try to meet the requirements of categories 4 or 3, or they can specify some
other level of security that demonstrates the ability of their cryptosystem to scale up
7| beyond category 3.

« Security - against both classical and quantum attacks

4.A.6 Additional Security Properties While the previously listed security definitions
cover many of the attack scenarios that will be used in the evaluation of the submitted
) ) algorithms, there are several other properties that would be desirable:

- Performance - measured on various "classical” platforms
One such property is perfect forward secrecy.” While this property can be obtained
through the use of standard eneryption and signature functionalities, the cost of doing so

i' may be prohibitive in some cases. In particular, public-key encryption schemes with a
. 1 slow key generation algorithm, such as RSA, are typically considered unsuitable for
- Other properhes perfect forward secrecy. This is a case where there 1s significant interaction between the
. Drop-in replacements - Compatibility with existing protocols and networks cost, and the practical security, of an algorithm.
. 5. : ; - ; -
Perfect forwa rwv Another case where security and performance interact 1s resistance to side-channel
I Resistance to side-channel attacks I attacks. Schemes that can be made resistant to side-channel attack at minimal cost are
more desirable than those whose performance 1s severely hampered by any attempt to
- A e resist side-channel attacks. We further note that optimized implementations that address
- Misuse resistance, and side-channel attacks (e.g., constant-time implementations) are more meaningful than
. More Al those which do not.
F4

A third desirable property is resistance to multi-key attacks. Ideally an attacker should not
8 1] gain an advantage by attacking multiple keys at once, whether the attacker’s goal is to
compromise a single key pair, or to compromise a large number of keys.
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Submission Requirements and Evaluation Criteria
for the Post-Quantum Cryptography Standardization Process

THE SELECTION CRITERIA ~ MSTOM 858 pac

« Security - against both classical and quantum attacks

1| Submitters can try to meet the requirements of categories 4 or 3, or they can specify some
1| other level of security that demonstrates the ability of their cryptosystem to scale up
7| beyond category 3.

4.A.6 Additional Security Properties While the previously listed security definitions
cover many of the attack scenarios that will be used in the evaluation of the submitted
algorithms, there are several other properties that would be desirable:

. Performonce . megsured O vt 'Alacoi Al I~ A rnae

One such property is perfect forward secrecy.” While this property can be obtained
through the use of standard eneryption and signature functionalities, the cost of doing so

_ol constant_ume ?- % I_a--cl)_l—D:I i may be prohibitive in some cases. In particular, public-key encryption schemes with a
. = o o 1 slow key generation algorithm, such as RSA, are typically considered unsuitable for
- Other prC‘pemeS I?_I'TI_-*—-!O'” I:H O|_|' x-I % °-|§ g:! AE-I o|:||- perfect forward secrecy. This is a case where there 1s significant interaction between the
- Drop-in replacements - Compa cost, and the practical security, of an algorithm.

Another case where security and performance interact 1s resistance to side-channel
attacks. Schemes that can be made resistant to side-channel attack at minimal cost are

¢ desirable than those whose performance 15 severely hampered by any attempt to
annel attacks. We further note that optimized implementations that address
(.0, constant-time implementations) are more meaningful than

- Perfect forward secrecy <

I Resistance to side-channel attacks I \\
< SIMpPICy and nexiony =
« Misuse resistance, and

+ More A

side-channe
those which do not.

A third desirable property is resistance to multi-key attacks. Ideally an attacker should not
9 1] gain an advantage by attacking multiple keys at once, whether the attacker’s goal is to
compromise a single key pair, or to compromise a large number of keys.
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fori = 0 to 2
if (INPUT[i] # PWDIi])
return("REJECT")

return("ACCEPT")

PIN verification step

PWD

3[1]2
— e
INPUT INPUT INPUT
0lo]o 3[ofo 3[1]0
IN::'UT INPUT | INPUT |
ACIE 3]1]0 3111
INPUT | INPUT
AL 3|12
IN::'UT
3|00

11

signature time (us)

TA&AT SECLWE

Implementation Attacks & Al Security Laboratory

Nonce MSB vs signature time
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I Information Flow Diagram I

xtol

| CCAKEM.Decap |

A 4

| CPAPKE.Decrypt |—> po—

~ Gw. HE) |
— CPAPKE.Encrypt |

@ x[1, 00)

| hwt, &% Al XOF 2& |<-
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Algorithm 2 SMAUG.PKE.Enc: encryption

Enc(pk, p; seed: ):

1: A = expandA(seeda)

2: if seed, is not given then seed, « {0,1}**°

I3: r « HWT,, (seed,) € S*| seedr = G(u', H(pk))
4cr=[p/q-A-r| €R,

5. co = [p'/q - (br)+p/t-pl €Ry

6: return ct = (cq,cz)

> pk = (seeda,b), p € Rs

void hwt(uint8_t #*res,
const size t

uint8_t *cnt_arr,
input_size,

for (L = 0; L < DIMENSION;
res[i] = 0;

++1)

for

const uint8_t *input,
const uintl6_t hmwt) {

(i = DIMENSION _ hmwt: i < DIMENSION: ++1) {
do

if (pos >= SHAKE256_RATE / 2) {

shake256_squeezeblocks({(uint&_t #*)buf,

1, &state);

thd 3 Q% XOF #0t 23

pos = 0;
}
deg = buf[pos++] & deg_mask;
} while (deg = 1i);
res[i] = res[deg];
res[deg] = ((buf[pos - 1] == 14) & Ox02) - 1;
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Algorithm 10 Decap(sk, ¢): decapsulation

Require: Secret key sk € Bllos2aln/4
Require: Ciphertext ¢ € B/logz 4] /3
Ensure: Shared key m € B%?

i f= Decode,(sk)

2: ¢ = Decode,(c)

3: h™! = Decode,(sk + [log, q] - n/8)

4 m:NTT—l(eoE‘)

5: m=NTT(m)

6: *=(¢—m)oh !

7: m := Inv(m, G(Encode,(T)))

8: (K,r):=H(m)

9: ifr =1’

10  return K

11: else

12 return L

static intl1l6_t crepmod3(intl6_t a) {
a += (a => 15) & NTRUPLUS_Q;
a -= (NTRUPLUS_Q-1)/2;
a += (a =»> 15) & NTRUPLUS_Q;
a -= (NTRUPLUS_Q+1)/2;
a = (a=>>8) + (a & 255);
a =(a=>4) + (a & 15);
a =(a>>2)+ (a& 3);
a =(a>>2)+ (a& 3);
3 —=3
BUYE HA|X| I a+=((a+ 1) > 15) & 3; {1,013 |
a;
+
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A key-recovery timing attack on post-quantum
primitives using the Fujisaki-Okamoto
transformation and its application on FrodoKEM

! Dept. of Electrical and Information Technology, Lund University, Lund, Sweden
{qian.guo,thomas. johansson,alexander.nilsson}@eit.1th.se
2 Selmer Center, Department of Informatics, University of Bergen, Bergen, Norway

Qian Guo'2, Thomas Johansson', and Alexander Nilsson

1.3

3 Advenica AB, Malmo, Sweden
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Buffer overflows in HAETAE / On crypto vs implementation errors. zzj== 5193

@ Markku-Juhani 0. Saarinen

YOU SERVER RECEIVER

Encrypted Message

#A%(Hf(gYKI8)_*&pOTIK

DATA LEAKAGE!
#n*(HF(gYKI8)_*&pOTIK

BUG

HACKER % s Hi, David W HEARTBLEED

1. memcpy(Destination, Source, Source_length)= Source 2% E| Destination0| Source_length 3 7|2t S At

2. 3ZAXL7} Source_lengthd| M2 7HSSICHH Source 27| ELCH 2 Source_length €3 JHs

3. &L StackO| = Source KT 2J0f MEJIX| E5t510] DestinationO| 2 A}

Markku-Juhani O. SaarinenOl| 2|5 HAETAE2| Heartbleed F
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@ac|F0 chet

u KEMO‘II EH-C.’.-_" %'—*HL'E-' #IQIFE —E—*_'! —_ Layered ROLLO-' random_get_bytes(ctx, random2, random2_size);
- CRUwe o SR
uint32 = @;

. ZZARO| Ofsh ST AJZHEA HOPE

for{(i =0 ; 1 < size ; ++i) {

221 IPJ0f|A 7HRI7 | & K2[5h= F20A Tk SdMOR AL = if(rbc_67_elt_is_zero(ol[i])) {
for(j =0 ; 4 < support size

i ShA BE B4 FRAD EX} AJ7HKJO| LAY el
foc_elt add BH= 2F < if RHE Af0| -> FE A)ZEXjo] 2 if(random2[k] & Ox1) {

- SlSAIZERF RS HEE =250 71017 | B Tks rbc_67 elt add(ol[i], support[j], ol[i]};
}
. . random2[k] = random2[k] »>> 1;
Information Flow Diagram Lo+
dom2[K] & 12=1 if(l == 8) {
KEM.Deca 1 - o;
P > Ifn_ EI_I-y—lc < k++; J
¥
v @ }
. A A }
secret_key_from_string rbe_elt add }

A 4

set_random_pair_from_support

void rbc_67 elt add(rbc_67_

for{uintg t 1 = 0 ;
o[i] = el[i] ~ e2[i];

}
¥

elt o, const rbc_67 elt el,
i < RBC_67 ELT SIZE ; i++) {

const

rbc_67 elt e2) {

20
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° gl%lag ; Igl EI.I°'|O-"A-I téI-ACI;ol‘E %X_" A||7_I- Zlilgll:xlz-ll sk L.g(X),8 1 —b[hmm-l] [(:HI(.\\lvl'}.ln\l.\lu ] Y53 » —) K

. Kjghego| e ok TP K2 ALS | | e

! ]
. SH|E7}CI2 A90|P AES 49t Whlom AE Ky J (ET
. CRYSIol QS0 2} YD2IE 43 ARZF K| 2l LB ) 4
- 7 QRO I} Al S AIZHERE 0[8310] 0 55 THs A EX) T

(=P8 GENRANDERRVEC | ¢ ;

/* decrypt */
Decrypt(e_hat, sk, s _hat, PALOMAParam);

/* randperm 28 */
GenRandPermMat(P, n, r_hat);

/¥ ep « P*{-1} ehat */
for (int 1 = 8; 1 < n Jf 64; i++) ep[i] = e _hat[i];

ugd One = 1;
for (int 3 = @; i < ni i++) { //po| SE S =
if (((ep[i / 841 >> (i % 64)) & 1) != ((ep[P[i] / 64] >> (P[i] % 64)) & 1)) {
// 5 BIEZ} CHE Z20|8t ~1 SjM HFRZ].
ep[i / 64] "= (One << (i % 64));
ep[P[i] / 64] "= (One << (P[i] % 64));
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pk = (G, F = GP~'HT[HT]"'S),sk = (P, H,S.®y).

Enc(pk,m): Let m € [Ii"f1r be the plaintext message to be encrypted. Generate
(e1,e2) € ]Fﬁff._k such that rk(e)=t, e; € Fym and

eq € ]F;‘,Ikv Let m’ = m + H(e). Compute ¢; = m'G + e1,c5 = m'F + eo.
Output ciphertext ¢ = (¢1,¢3).

randomly vector e =

Dec(sk, ¢): Compute
CIP_IH’II - CQS_IHE
= T te P H —m'GP'HI[HF|7'SS'HY — exS~'HY
= H]P_IH? - EQS_IH%;
= (E’:lp_l._ —E?;;S_l) lg?]
Let ' = (e, P!, —e2S™!). Since rk(e’) < r, apply @ to obtain €.
Compute e; = e; P71 P and e; = e5571S to obtain e = (eq, e3).
Finally, solve the system m’'G = ¢; — e; to recover m = m’ — H(e).

F£3| 8 IjE H=of ek S 20
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vold y init(fleat *yc, float *yr, matrix® syndrome, u1nt16 _t *Q){
for(uint32 t i=0; 1 < CODE N - CODE K - 1; i++) -
yc[i] = (get element(syndrome, @, i) == 0)? 1.:—1.;

1
J

for(uint32 t i=CODE N-CODE K - 1; i < CODE Mj; i++) {
yeli] = 1.;

1

J

// yr first, yc next
for(uint32 t i =6; i < CODE Nj 1++) {
yr[Q[i]] = yc[i];

1

J

for(uint32 t 1 =0; 1 < CODE N; i++) {
I

yc[i] = yr[i];
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Algorithm 1: Sign((pt, (iv, ct)), m) - AlMer signature scheme, signing algorithm.

// Phase 1: Committing to the seeds and the execution views of the parties.

1 Sample a random salt salt <& {0, 1},

2 Compute the first £ S-boxes’ outputs ¢, .. ., .

3 Derive the binary matrix A;, € (F5*")* and the vector b;, € F} from the initial vector iv.
4 for each parallel execution k € [r] do

5 Sample a root seed : seed; < {0,1}*.

6 Compute parties’ seeds seedS), e seedECM as leaves of binary tree from seedy.

7 for each party i € [N] do

8 Commit to the seed and expand random tape:
(comgc) tape( )) + CommitAndExpand(salt, k, i,seedg)).
9 Sample witness share: pt,(:) + Sa mple(tapeg)).

10 Compute witness offset and adjust first witness: Apt;, < pt —>_. ptlgC ), pt(l) +— pt(l) + Apty,.

11 10T €dcit S>-Dox witn tndaex ) do

12 if j < ¢ then
13 For each party ¢, sample an S-box output: t ;< Sample(ta pe( ))
14 Compute output offset and adjust first share. Atp;=t; —> tg)], t(l) +— t + Aty ;.

/{ Generate sharing of secret key

GF_copy (input_GF, i JHoI3| proll LAzt pt

'I'HA

£} for2g S0l 2A1M02 sy

for (size_t party = 0; party < N; party++)

i
GF* shared_input =
repetition_shared_inputs + (repetition * N + party).

uintB_t* random_share =
random_tapes—>tape + (repetition * N + party) * random_tape_size;

shared_input[0]);
shared_input[0], input_delta);

GF_from_bytes(random_share,
GF_add{input_delta,
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SMAUG
LWE/LWR
TiGER

NTRU variants NTRU+

LRPC code Layered ROLLO-|

KEM code based- Binary Goppa code PALOMA

Gabidulin code REDOG

graph based- IPCC

NCC-Sign
LWE/LWR
HAETAE

SOLMAE
lattice based- NTRU variants
Peregrine

GCK variants GCKSign

Digital Signature code based- Reed-Muller Code Enhanced pqsigRM

BN++ ZKP(MPCitHEAD) based- AIMER
isogeny based- FIBS

multivariate based- MQ-Sign

9 10

—
—
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